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Protection for You and Your
Computer

ZoneAlarm® Antivirus is a firewall and antivirus security solution
to keep you and your computer protected from Internet risks.
ZoneAlarm Antivirus keeps out hackers, viruses, worms, and
other emerging threats.

It's easy to use and comes with out-of-the-box default secu-
rity settings. Within minutes, you and your computer will be safe
from Internet hazards and cybercriminals.

The ZoneAlarm community of users, people who place a
priority on protecting their computer, number over 25 million.

Key Features of ZoneAlarm Antivirus:

Firewall

e Intrusion Blocking stops known and unknown threats

¢ Stealth Mode hides you and your PC from anyone on the
Internet

¢ Expert Controls gives savvy users precise control over secu-
rity settings

Antivirus

e Critical Virus Detection/Removal provides protection
against viruses and worms, and when combined with a fire-
wall, prevents known Trojans and identity-theft devices such
as keyloggers
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e Multiple Automatic Scanning Options automatically find
viruses in e-mails, compressed files, and in files accessed by
your PC (such as when a file is opened, accessed, written, or
restored from disk)

¢ Advanced Heuristic Detection helps provide a first line of
defense by using pattern-based technology to identify poten-
tial viruses even before they're turned into a major outbreak

e Virus Bulletin’s VB 100 Award received for the past four
years[1]

1] Award given to Computer Associates’ Vet Antivirus, the technology Zone Labs uses.
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ZoneAlarm with Antivirus’ antivirus feature uses sophisticated logic to
detect and remove viruses.
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Automatic Program Configuration

NEW! Program AlertAdvisor uses MD5 “fingerprinting”
technology; tells you whether to allow/deny Internet access
to programs requesting it, providing a safer and more user-
friendly interface

Outbound Filtering tells you when a program on your com-
puter is trying to access the Internet and helps you avoid
unauthorized and unknown programs from sending out your
personal information
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Automatic Program Configuration identifies programs by their MD5
“fingerprint” and provides advice on whether to allow or deny the pro-
gram access to the Internet.

—

What is an MD5 signature?

An MD5 signature is the equivalent of a human fingerprint, but

for computer programs. It is the process of sending a program

through an algorithm that results in a unique message, or “fin-

gerprint” for that specific program. No two MD5 signatures are

identical.

Easy-to-Use

Pre-loaded Security Settings provide easy, instant protec-
tion for anyone who wants “set and forget” security
Automatic Network Detection ensures proper protection by
identifying your computer's connection to a new network
Automatic Update Notification keeps your security up-to-
date by alerting you when Zone Labs has an update to
ZoneAlarm Antivirus
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ZoneAlarm with Antivirus’ easy-to-use interface and out-of-the-box
security settings mean your computer(s) will be protected in min-
utes.

Other Features

MailSafe quarantines 47 types of suspicious e-mail attach-
ments so you're protected from sending or spreading e-mail-
borne viruses

Outbound MailSafe monitors outgoing e-mail for virus-like
activity, such as sending an e-mail to everyone in your
address book, and prevents such occurrences

Antivirus Monitoring alerts you when your antivirus program
is turned off, or its definition files are out-of-date, to make sure
your PC is always up-to-date on its protection; Works with
Symantec, McAfee, Trend Micro, and Computer Associates
antivirus products, as well as with Zone Labs’ antivirus fea-
tures

Wireless Network Protection detects when your computer
connects to a wireless network, making wireless convenience
safe and eliminating risks posed by wireless access
Password Protection prevents friends/family, or others who
may use your computer, from tampering with the security set-
tings
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System Requirements
o Windows® 98SE/ME/2000 Pro/XP
e 233 MHz Pentium or higher
o 50MB of available hard disk space
o Internet access
e Minimum system RAM: 48MB (98SE/ME), 64MB (2000
Pro), 128MB (XP)
o Supported protocols for e-mail scanning
- POP3 and IMAP4 for incoming e-mail only
- SMTP for outgoing e-mail
- IMAP 4 is not supported for antivirus e-mail scanning
US Headquarters European Headquarters
Zone Labs, LLC. Zone Labs, GmbH
475 Brannan Street, Suite 300 Frankfurter Str. 181a
San Francisco, CA 94107 63263 Neu-Isenburg, Germany
tel 415 633 4500 tel +49-(0)6102-366 89 0
fax 415 633 4501 fax 4+49-(0)6102-366 89 99
www.zonelabs.com www.zonelabs.de
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© 2005 Zone Labs, Inc. All rights reserved. Zone Labs and the Zone Labs logo are registered trademarks of
Zone Labs, Inc. Zone Labs Integrity and Smarter Security are trademarks of Zone Labs, Inc. Zone Labs Integrity
protected under U.S. Patent No. 5,987,611. Reg. U.S. Pat. & TM Off. Cooperative Enforcement is a service mark
of Zone Labs, Inc. All other trademarks are the property of their respective owners. v.05.28.04

*One or two years of access to updates, support, and services included with purchase of ZoneAlarm Pro; annual
maintenance contract required for subsequent access.



