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The First Complete Security Solution
for Home Networks

Internet security threats are more numerous and more insidious than ever. Powered by

the latest programming advances, these viruses, worms, and hacker attacks demand
that you fight back. But protecting your PC—and yourself—requires a host of solutions
that are often costly and complicated to install. This makes ensuring secure accessibility
of your home network a primary goal. What’s needed is a cost-effective, reliable Internet
security solution that’s easy to set up and use.

The ZoneAlarm® Secure Wireless Router Z100G is the first comprehensive security
solution for home networks. It combines unsurpassed security with an extended-range/
super-fast wireless router and print server so you can set up a home network in just

a few minutes without exposing yourself to security risks. It’s a proven, solid line of
defense against hacking attempts, spam attacks, phishing, viruses, and more in a user-
friendly all-in-one solution.

ZoneAlarm® Secure Wireless Router Z100G minimizes dead spots with extended range
(RX) technology—up to 982 ft (300 meters) indoors and 3,280 ft (1 km) outdoors. Super
G technology lets you share files, photos, music, video, printer and Internet access, and
network storage at super-fast speeds.

The ZoneAlarm Secure Wireless Router Z100G incorporates the same powerful Check
Point® security technology chosen by 98% of the Fortune 500. It features a firewall,
a customizable gateway antivirus solution, an integrated print server, intrusion
prevention, and a high-performance, wireless, remote access point.

Check Point’s fully secure solution starts with a Stateful Packet Inspection (SPI) firewall
technology that dynamically filters packets of information all the way down to the most
deeply embedded data high-level filters miss. By integrating Web filtering/parental
controls, anti-spam, and monthly security reports with secure remote access to your
network devices, the ZoneAlarm® Secure Wireless Router Z100G provides the definitive
and comprehensive security solution.

Total Network Security e Intrusion Detection and Prevention—Proactively monitors network
o Unsurpassed Firewall Protection—The industry’s #1 firewall. traffic to stop hackers and worms, and also lets you control peer-to-
Check Point’s patented stateful packet inspection (SPI) technology peer and instant message communications.
dynamically filters packets of information all the way down to the most * Secure Wireless Communications—Uses proven, state-of-the-art
deeply embedded data that high-level filters miss. It fully protects WPA2 (802.11) and IPSec encryption.

your network against unsolicited data transfers and external Internet . .
attacks. Superior Wireless Router

- . e Fast Wi Perf — dard i
e Gateway Antivirus—Blocks viruses before they reach your network, ast Wireless Performance—Supports Super G standards at blazing

protecting all the PCs in it, even if they don’t have the latest patches or

updates installed. The antivirus policy setup provides a simple, quick
way to define which data to scan. ¢ Extended Range—Avoids dead spots in your home using dramatically

extended range (XR) technology for coverage up to 300 m (984 ft)
indoors and 1 km (3,280 ft) outdoors.

wireless network speeds of up to 108 Mbps. Compatible with the older
802.11b and 802.11g technologies.

e Remote Access VPN—Enables secure remote access to your home
PC using Virtual Private Network (VPN) technology to encrypt

communications so that data cannot be viewed or corrupted during  Bandwidth Monitoring—Employs the same technology used by
transmission. Fortune 500 companies to help you make the most of your broadband



ZONEALARM® SECURE WIRELESS ROUTER Z100G SPECIFICATIONS

Wireless Specifications

Wireless Protocols

802.11b (11 Mbps)
802.11g (54 Mbps)
Super-G (108 Mbps)*

Wireless Security

WEP, WPA2 (802.11), WPA-PSK (802.1x)

Wireless Range

Up to 300 m (984 ft) indoors and 1 km (3,280
ft) outdoors*

Hardware Features

Firewall Throughput (Mbps)

70

VPN Throughput (Mbps)

5

Concurrent Firewall Connections

4,000

1-Port WAN and 4-Port LAN Switch

2 x USB 2.0 Port Print Server

Wall Mounting Kit

Anti-Theft Slot

SIS S

Firewall & Security Features

Check Point Patented Stateful Inspection
Firewall

N

Gateway Antivirus

Application Intelligence—(IPS)

Instant Messenger Blocking/Monitoring

P2P File Sharing Blocking/Monitoring

Reporting and Logging

SIS IS

VPN

Number of Remote Access Users

1

Remote Access Client Software

Check Point VPN-1® SecuRemote™ (included)

Support VPN Pass-Through

v

Networking

Internet Access Protocols

Static IP, DHCP, PPPoE, PPTP, Telstra

Concurrent Users

5 (upgrade to 15 available**)

Management

HTTP/HTTPS/SMP

v

Add-On Services**

Gateway Antivirus

On the Fly Decompression

Antispam™**

Web Filtering™**
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Specifications

Weight: 1.8 kg (3.97 Ibs.)

Physical Dimensions H x W x D (mm): 31 x 200 x 128 (in inches: 1.22 x 7.87 x 5.04)

Warranty: 1-year warranty

Included Support and Software Updates: 90 days

*Super-G and XR mode only available with select wireless network adapters. Subject to change in different environments.

**Requires additional purchase of services.

***Free basic installation support provided for 90 days from date of purchase installation. Advanced product features and
configurations are not included in free basic installation support; optional premium support available.

Worldwide Headquarters
3A Jabotinsky Street, 24th Floor
Ramat Gan 52520, Israel

Tel: 972-3-753-4555

Fax: 972-3-575-9256

Email: info@checkpoint.com

U.S. Headquarters

800 Bridge Parkway

Redwood City, CA 94065

Tel: 800-429-4391; 650-628-2000
Fax: 650-654-4233
www.zonealarm.com

connection. Monitors incoming and outgoing traffic to ensure
efficient utilization of your broadband connection.
e Built-in Print Server—Turns any USB-enabled printer into a wireless

network printer so you can print from anywhere in your home.

Convenient and Easy-to-Use

e Setup Wizard—Step-by-step instructions help you secure your home
wireless network in minutes.

e Web-Based Management—A customized user interface with preset
security rules. Select one of three pre-set firewall policies (high,
medium, or low), or create your own custom security policy.

e Monthly Security Report—Provides information on the performance
and effectiveness of security services such as blocked attacks,
detected viruses, filtered websites, and more.

e Flexible Optional Services—Website filtering, or parental controls,
helps protectyour family from inappropriate or potentially dangerous

content.

e Automatic Updates—Regular automatic software and antivirus
updates keep your network protected from the latest threats.

e Free Online Technical Support—Available 24/7, and through our
automated support agent.
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Optional Wired
Devices

Available Services and Upgrades

e Annual security services subscription** - Includes software updates, antivirus updates,
parental controls, dynamic DNS, and monthly security reports beyond the initial 3 months
of free services.

¢ Add additional users** - Upgrade available to increase the number of users from 5 to 15.

System Requirements

Internet:
¢ Broadband or High-Speed Internet Connection with RJ-45 Ethernet Port

Connected Devices:
e 10/100Mbps Ethernet Network Interface Card or 802.11b/g Wireless Adapter

* Microsoft Internet Explorer 5.0/Mozilla Firefox 1.0 or Higher
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