Zone Labs: ZoneAlarm Tutorial - Step 1

03 ZoneAlarm "

= o= Step Tof 7
What to expect from ZoneAlarm

"Talkative at first, then quiets down."

Welcome to Zonedlarm. This product introduction and installation

wizard takes you from download to complete protection in about three
minutes.

Flease click the Mext button to star.
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Internet Components

This page provides an introduction to the basics of the Internet and how
ZoneAlarm and ZoneAlarm Pro serve as protectors of individual machines.

Internet
Connections
TCP/IP

Firewall Protection

The Internet

The Internet is a worldwide infrastructure that allows millions of computers, each
of which is part of a smaller network, to communicate with each other.
Participants on the Internet include individual users, corporations, government
agencies, universities, ISPs and various online services.

Data traffic between networks is managed by routers. The primary function of a
router is to make sure that data traffic, in the form of packets, arrives at its
destination.

The concept of a firewall is to be a sentry, allowing authorized network traffic
while blocking unauthorized network traffic through the network. However, many
threats and vulnerabilities exist on the Internet which makes protection only on
the network impractical. Since time and experience have proven that unseen
threats can penetrate a network, additional protection has become a necessity at
the desktop, especially for users with "always on" connections to the Internet.

ZoneAlarm and ZoneAlarm Pro are desktop firewalls, ensuring a secure
environment while connected to the Internet by allowing the user to dynamically
control traffic in and out of the PC. Unseen threats to the desktop include viruses,
worms, Trojan horses, denial of service attacks, various direct intrusion methods
and many other forms of privacy invasion. ZoneAlarm and ZoneAlarm Pro are
equipped with sophisticated means of reporting suspicious activity to log files as
well as alert notifications. Since Internet activity is unpredictable, ZoneAlarm and
ZoneAlarm Pro arm users with the ability to protect their PCs from unwanted and
potentially damaging occurrences.

Connections

Networks can be connected by a variety of transports. The most common
examples of Internet access include ordinary telephone lines (dial-up), broadband
services such as DSL and cable, ISDN, T1 and T3 lines. Modems and leased lines
are the most common methods of transport.

e Traditional dial-up modems provide Internet access via the public
telephone network at up to 56 Kbps.

e ISDN modems are capable of speeds up to 10 Mbps.

e DSL modems transmit and receive data digitally with a capacity of 1.544
Mbps.

e Cable modems provide high-speed Internet access through a cable
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television network at more than 1 Mbps. This is approximately 20 times
faster than dial-up modems.

e T1 lines don't require a modem and can transmit and receive data with a
capacity of 1.544 Mbps.

e T3 lines don't require a modem and can transmit and receive data with a
capacity of 45 Mbps.

TCP/1P

TCP/IP is the standard protocol for data traffic on the Internet. All data moving
through the Internet constitute segmented packets. Routers read the IP packet
headers to determine their appropriate destination for the traffic. Once the
packets reach their destination, they are reassembled and read by the receiving
computer.

An IP address is a unique identifier for each computer or device on the Internet
and any TCP/IP network. An example of an IP address would be 127.0.0.1.

The known and verifiable IP addresses of computers that you trust can be input
into the Local Zone so that ZoneAlarm and ZoneAlarm Pro recognize them.

If you are on a network, please click here for instructions on adding your subnet
adapter to the Local Zone.

Firewall Protection

Many firewalls use a packet filtering method for distinguishing permissible traffic.
This type of protection only examines the IP packet headers. A packet filtering
firewall does not protect against attacks directed at the application layer. For
instance, if a packet filtering firewall was set to allow incoming e-mail from the
Internet, then an attack on the SMTP service would pass through the firewall
without a problem. In other words, as long as the rule set is passed, a connection
is made directly from outside the firewall to inside the firewall.

One step up from packet filtering is the Stateful Inspection model of firewall. This
type of firewall will analyze incoming packets until it has enough information
(using information such as TCP sequence numbers) to determine the state of the
connection. Then, if the packets pass the rules set, they're forwarded to the
correct interface. Using this information, the firewall builds dynamic state tables.
It uses these tables to keep track of the connections that go through the firewall.
Rather than allowing all packets that meet the rule set's requirements to pass, it
allows only those packets which are part of a valid, established connection.

Like packet filtering, a Stateful Inspection does not guard the application layer
where many types of attacks are focused.

A core feature of ZoneAlarm is providing protection at the application layer,
ensuring nefarious applications such as Trojan horses and spyware are unable to
achieve their purpose of reaching the Internet from your computer.

BACK HOME NEXT

Copyright © 1999-2001 Zone Labs, Inc.

All rights reserved. ZoneAlarm and ZoneAlarm Pro include TrueVector Technology, covered by U.S. Patent
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Privacy Palicy

This privacy statement discloses the privacy practices for www.zonelabs.com.

Zone Labs, Inc. ("Zone Labs") has created this privacy policy to demonstrate our strong
commitment to privacy. The following statement explains our information-gathering and
dissemination practices for our site (the "Site") on the World Wide Web. This policy may
change from time to time so please check back periodically. Zone Labs uses "Digital River,
Inc.," athird party provider of e-commerce solutions, and back-end facilitator to process your
credit card information. Click here to read the Digital River Privacy Statement.

For more information about the Zone Labs privacy statement, please see the following
Frequently Asked Questions (FAQS).

We have established the following guiding principles for our privacy policy and practices:

Principle 1. Zone Labs lets you visit the Site without revealing any information about
yourself. We do, however, keep track of the domains from which people visit us on the World
Wide Web, and log IP addresses for statistical purposes to identify trends and the results of
our marketing efforts in aggregate. 1P addresses are not linked to "Personally Identifiable
Information” (see below). We also use this information to help diagnose problems with our
server and to administer the Site.

Principle 2. Some Zone L abs products ask you for "Personally Identifiable Information” as
part of the registration process, including your connection type and number of computers.

Y ou choose whether or not to provide this information without affecting the product's
performance. If you choose to provide us with Personally Identifiable Information, we use
thisinformation to notify you about product upgrades, updates, and new products. Zone Labs
keeps your Personally Identifiable Information confidential and does not sell, trade or
exchange mailing lists with any organization. Zone Labs maintains this information for not
less than two but not more than four years, and will only disclose your Personally Identifiable
Information to third partiesif acting under good faith belief that such action is necessary to
(1) conform to legal requirements; (2) protect and defend the rights or property of Zone Labs,
or (3) enforce the Zone Labs Terms of Service.

Principle 3. Zone Labs will not send you any unsolicited information, including email,
except where you authorize usto do so.

Principle 4. At your request, Zone Labs will change or delete your information and not use it
for further contact with you. To request that your information be changed or deleted and not
used for further contact with you, please e-mail us at privacy @zonelabs.com or write to us at

Attn: Privacy Contact, Zone Labs, Inc., 1060 Howard Street, San Francisco, CA 94103.

Principle 5. Zone Labs collects and uses information that can be divided into the following
categories:
Registration Information: Thisisinformation that you provide during the ZoneAlarm or
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ZoneAlarm Pro product registration download process. Y ou provide your first and last name,
email address, and information about your use of ZoneAlarm or ZoneAlarm Pro.

Personally Identifiable Information: Thisis optional information that you may choose to
provide to us. If you choose to provide Personally Identifiable Information, we will only use
thisinformation to notify you about product upgrades, product updates and new products. In
addition, internal security provides that this information is coded with restricted access, and
our servers are kept in a secure, locked environment.

Credit Card Information: Zone Labs uses "Digital River, Inc.,” athird party provider of
e-commerce solutions, and back-end facilitator to process your credit card information. Click
here to read the Digital River Privacy Statement. Y our credit card information does not pass
through the Zone Labs Site under the terms of Zone Labs agreement with Digital River.
Digital River keeps your credit card information confidential and protects your credit card
information through the use of industry-standard Secure Sockets (SSL) encryption
technology.

Use of Information for Analyzing Security Breaches: If the Zone Labs product detects a
security threat to your computer, you can click on the "More Information” button from the
product dialogue box. At that point, the product sends the information about the threat and
your |P address to the Zone L abs Site to be analyzed. Zone Labs will send you more specific
guidance about the security information. Zone Labs will not release your IP address or any
Personally Identifiable Information that could be extracted from your |P address to any third

party.

No-Cookie Policy: "Cookies' are small pieces of information that your browser stores on your
computer on behalf of a Web site that you have visited. The Zone Labs Site does not use
cookies. Digital River's cookies are used only to identify the customer, not to identify any
specific customer traits. This allows Digital River to maintain consistency in the shopping
basket and enable a more pleasant shopping experience. Click hereto read the Digital River

Privacy Statement.

Principle 6. Zone Labs Site contains links to other web sites. Please note that when you click
on one of these links, you are moving to another web site. We encourage you to read the
privacy statements of these linked sites - aswell as any site on the World Wide Web - as their
privacy policy may differ from ours.

Principle 7. Zone Labs will post on its home page (www.zonel abs.com) notification of any
changes to this Privacy Policy, with adirect link to the new policy statement(s).

What Constitutes My Acceptance of this Privacy Policy?

By using the Site or any services provided through the Site, you expressly consent to the use
and disclosure of information as described in this Privacy Policy. Zone Labs reserves the right
to change this Privacy Policy at any time by electronic notice posted on our Site. Y our
continued use of our Site after the date that such notices are posted will be deemed to be your
agreement to the changed terms.

Contacting the Site
If you have any questions about this privacy statement, the practices of this Site, or your
dealings with this Site, you can contact us:

By Email
privacy @zonelabs.com

By Mail
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Attn: Privacy Contact
Zone Labs, Inc.

1060 Howard Street

San Francisco, CA 94103

If at any time, you believe that Zone Labs has not adhered to these principles, please notify us
by email at privacy @zonelabs.com or by writing to Attn: Privacy Contact, Zone Labs, Inc.,
1060 Howard Street, San Francisco, CA 94103, and we will make all commercially
reasonable efforts to promptly determine and correct the problem.

Frequently Asked Questions

What information does Zone L abs collect about me, and how will thisinformation be
used?
Zone Labs collects and uses information that can be divided into the following categories:

Registration Information: Thisisinformation that you provide and input during the
ZoneAlarm or ZoneAlarm Pro product registration download process. Y ou provide
your first and last name, email address, and information about your use of ZoneAlarm
or ZoneAlarm Pro.

Personally Identifiable Information: Thisis opt-in information that you may choose
to provide to us. If you choose to provide Personally Identifiable Information, we will
only use this information to notify you about product upgrades, product updates and
new products.

Credit Card Information: Zone Labs uses "Digital River, Inc.," athird party provider
of e-commerce solutions, and back-end facilitator to process your credit card
information. Click here to read the Digital River Privacy Statement. Y our credit card
information does not pass through the Zone Labs Site under the terms of Zone Labs
agreement with Digital River. Digital River keeps your credit card information
confidential and protects your credit card information through the use of
industry-standard Secure Sockets (SSL) encryption technol ogy.

Use of Information for Analyzing Security Breaches: If the ZoneAlarm product
detects a security threat to your computer, you can click on the "More Information”
button from the ZoneAlarm dialogue box. At that point, the ZoneAlarm product sends
the information about the threat and your |P address to the Zone Labs Site to be
analyzed. ZoneAlarm will send you more specific guidance about the security
information. Zone Labs will not release your IP address and any Personally Identifiable
Information that could be extracted from your IP address to any third party.

What about cookies?

"Cookies" are small pieces of information that your browser stores on your computer on
behalf of awebsite that you have visited. The Zone Labs website does not use cookies.
DigitalRiver's cookies are used only to identify the customer, not to identify any specific
customer traits. This allows DigitalRiver to maintain consistency in the shopping basket and
enable a more pleasant shopping experience. Click here to read the Digital River Privacy
Statement.

Privacy Policies of Other Siteson the World Wide Web

Zone Labs site contains links to other sites. Zone Labs is not responsible for the privacy
practices or the content of such other websites and recommends that you review the privacy
policies of other sites on the World Wide Web that you visit.

What constitutes my acceptance of this privacy policy?
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By using the Site or any services provided through the Site, you expressly consent to the use
and disclosure of information as described in this Privacy Policy. Zone Labs reserves the right
to change this Privacy Policy at any time by electronic notice posted on our Site. Y our
continued use of our Site after the date that such notices are posted will be deemed to be your
agreement to the changed terms.

Contacting the Site
If you have any questions about this privacy statement, the practices of this Site, or your
dealings with this Site, you can contact usin the following ways:

By email:
privacy @zonelabs.com

By Mail:

Attn: Privacy Contact
Zone Labs, Inc.

1060 Howard Street

San Francisco, CA 94103

Press Room Careers Yolume Sales Contact Us Site Map Mews & Articles
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just got better

ZoneAlarm™ Pro for the Home and Home Office

ZoneAlarm . . The best security just got better.

Free Download) List Price: All the features that made ZoneAlarm awinner, but with new layers of
$39.95US  gequrity that will keep you up-to-date with the latest threats.

Availableas  ZoneAlarm Pro is compatible with Windows 95/98/M e/NT/2000.

download only
(2 MB) Download Mow!|-|  More Info i

SZoneAlarm is still
free* for personal
and non-profit use.

To order by phone, call toll-free (877) 546-3823

- . /
ZoneAlarm /‘rJr ;'a.[;-; [_/(_/_/.
- e Il g L}
R Easy, Always-0n Internat Security

— ZoneAlarm™ 2.1
) ] Alwaysthere. Always on. Always secure.
ListPrice: only ZoneAlarm can offer that kind of peace of mind. Protect your
$19.95 home office, cable and DSL connections from unwanted intruders and
Availableas  Unwelcome viruses. ZoneAlarm is compatible with Windows
download only 95/98/Me/NT/2000

(1.6 MB)
Free Download .|  Buy Mow! ol More Info i

To order by phone, call toll-free (877) 546-3823

* ZoneAlarm isfree for persona and non-profit use (excluding
governmental entities and educational institutions); business users
must purchase avalid end-user license after 60 daysin order to
continue using the software.

Click heretoread the ZoneAlarm Pro End-User License

Agreement
Click heretoread the ZoneAlarm End-User License Agreement
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thiz award-winning ukility,

| Products & Solutions
Download & Buy
Service & Support

About Zone Labs, Inc.

ZoneAlarm Pro

Easy and Powerful Internet Security

Smart

Security

Download Now!

ZoneAlarm Pro delivers powerful new features and
comprehensive Internet security for all users of always-on
Internet-connected PCs. Click here for more info.

ZoneAlarm Pro
ZoneAlarm Pro is compatible with Windows
95/98/M e/NT/2000.

ZoneAlarm Pro

Download Now! |- |

Zone Labs
Enterprise
Sales
Hundreds of

thousands of

ALERTE WECLIRITY PROGER NS CORGLME

Hicaoll Inbesmest Esplover connechng o nismes . ]

"[ZoneAlarm Prois] Excellent!

INIERHETwm Buy it, evenif you havea

....... hardware firewal..." Full article

ZoneAlarm FREE Download

ZoneAlarm™ is essential for DSL and Cable modem users,
providing rock-solid protection against Internet thieves,
vandals and hackers - stopping them dead in their tracks. If
you can't be seen, you can't be attacked! More than 9 million
PC users have downloaded ZoneAlarm. Shouldn't you?

Free Download .|

ZoneAlarm is compatible with Windows
95/98/M e/NT/2000.
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The Change Registration Button

Click the Change Registration button to review or modify your ZoneAlarm
registration information. Provide any new information, such as a new name,
address, telephone number or e-mail address, in the Registration Information
dialog, shown below:

Registration information El

Pleaze type your name

Zone Labs Customed

Pleaze type the name of your compaty ar organization

Zone Labs, Inc.

Fleaze type your e-mail addressz

zomeone@zanelabs. canm

¥ Inform me about important updates and news

ak. Cancel

When changing the registration information, ZoneAlarm automatically records the
update. ZoneAlarm displays the date and time of your last registration.

BACK HOME

Copyright © 1999-2001 Zone Labs, Inc.

All rights reserved. ZoneAlarm and ZoneAlarm Pro include TrueVector Technology, covered by U.S. Patent
No. 5,987,611. Zone Labs, ZoneAlarm, ZoneAlarm Pro, and TrueVector are registered trademarks of Zone
Labs, Inc.
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Keyboard Shortcuts

You can use a combination of keystrokes on your keyboard to access many
features of ZoneAlarm. This provides an alternative to using your mouse.

A list of features you can activate with keystrokes is provided below. To perform
most shortcuts, press either the Ctrl or the Alt key in conjunction with one of the
letter keys on your keyboard:

Ctri+L Lock/Unlock

Ctrl+S Emergency Stop

Ctrl+H Zone Labs Information Overview

Alt+A Expand/Close the Alerts Panel

Alt+L Expand/Close the Lock Panel

Alt+S Expand/Close the Security Panel

Alt+P Expand/Close the Programs Panel

Alt+C Expand/Close the Configure Panel

Alt+Z Zoom/Unzoom - Expand/Close the current panel
ESC Unzoom - Close the open panel

F1 Access the help file

In the alert popup dialog, these keys let you navigate multiple alerts:

PgUp Previous Alert
PgDn Next Alert
Home First Alert
End Last Alert

BACK HOME NEXT

Copyright © 1999-2001 Zone Labs, Inc.
All rights reserved. ZoneAlarm and ZoneAlarm Pro include TrueVector Technology, covered by U.S. Patent

No. 5,987,611. Zone Labs, ZoneAlarm, ZoneAlarm Pro, and TrueVector are registered trademarks of Zone
Labs, Inc.
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Change Default Settings

Go through the ZoneAlarm panels to change default security settings if they don't
suit your needs.

An example: change Internet Zone security
What are default settings?
Remove the DeskBand Toolbar

An example: change Internet Zone security

You can change the Internet Zone security setting by simply dragging the slider up
or down:

Internet

L ]

~_| High

Fecommended setting for
cornputers connected directly o
high-zpeed abways-on [nternet
connectiong.

Strong security:

- Enforzes application privileges.

- Internet Lack blocks all traffic.

- Blacks Internet access ta
Windows zervices and filedprinter
shares.

- Stealth mode: firewall hides all
porks nat in uze by a program.

[T EBlock Intemet servers

This is a change of the default setting. The default MailSafe setting is that all file
types in the dialog are preselected as quarantined. This gives your machine
maximum protection.

What are default values?
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Default values are security options that are set as turned on when ZoneAlarm is
installed.

If you downloaded the product as a single user, the default options that are set at
installation time represent ZonelLabs judgment of optimal security settings on
your machine. If your system administrator was the person who configured and
installed your copy of ZoneAlarm, those values represent your company's security
strategy.

You can change these options by going into each panel and changing the
selections. Most options are changed by selecting or deselecting the checkboxes
and radio buttons in each panel.

Remove the DeskBand Toolbar from your desktop

Another default setting you can change is the display of the DeskBand Toolbar.
You'll see the DeskBand Toolbar in the lower right corner of your desktop if you

set it up to be shown.
Zonedlarm = S @ﬁ A

It shows Internet traffic, allows you to easily turn on the Internet Lock, and other
things.

If you would prefer to have the DeskBand Toolbar displayed, go to the the
Configuration panel and deselect the Show shell toolbar checkbox that was

selected by default when ZoneAlarm was installed:

Configuration
¥ Ontop during Intemet activity ¥ Load Zonedlarm at startup
¥ Show shell toolbar

The DeskBand toolbar will be added. Go back and select the checkbox if you want
to remove the DeskBand Toolbar.
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QuickTour of ZoneAlarm

This QuickTour won't take long. But it will save you the trouble of figuring things
out for yourself.

Panels
Basic tour Alerts panel
Open the main panel M
Main panel Security panel
Brown bar along the top of the main panel Programs panel

Configuration panel

Five main Icons

Buttons below the Icons
Desk Band Toolbar

Icon display without panels

OPEN the main panel

To open the main panel whenever it is not open, double-click on the ZA icon in
your system tray, directly below the Desk Band Toolbar:

M o0am

The ZA icon also lights up with red and green bars whenever Internet traffic is
happening. Double-clicking on this icon will still open the main ZoneAlarm panel
even though Internet traffic is showing:

M wooam

* As long as ZoneAlarm is installed on your machine and has not been shut down, the ZA icon will
remain in the System Tray. You cannot remove it.

Main ZoneAlarm panel
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ZoneAlarm has five different panels. Each one has a different function. The panel
shown here is the Configuration panel where you set some general behavior
options in the Configuration field at the top of this panel.

ALERTS LOCK SECURITY = PROGRAMS  CONFIGURE
Sonedlarm version 2.7.44
n TrueMector Service verzion 2.1.44
L & B = | [lmeNector diver iz loaded.

DL OEIGATGRIEI - oo :
W On top during Intermet activity ¥ Load Zonedlarm at startup

LI b oo :
¥ ez, | want to check for updates automatically

Check for gpdate)

Thiz copy of Zonedlarm 1z not currently registered.

Fleaze regizter to receive a full icenze. L Bl 7

Irteret Explorer connecting to [ntermet, #

The checkboxes at the top of the Configuration panel also allow you to determine
overall behavior:

m should this panel be on top all apps during Internet traffic?
» should the Desk Band toolbar be visible
s should you load ZoneAlarm at startup time?
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Configuration

v On top during [nternet activibp v Load Zonedlarm at startup

Brown bar along the top of the panel

A brown title bar with the name ZoneAlarm spans the very top of the main panel.

ZonehAlarm g |

At the extreme right of the title bar, you can use the H tool to minimize
ZoneAlarm.

Five main icons

Directly below the title bar you have a row with five icons. Each icon has a specific
function. The first one lights up when Internet traffic is occurring on your PC.

Watch this icon! It contains four small bars: two UP rows and two
DOWN rows. These bars show a graphic display of uploading &
downloading. The top two bars show real time Internet traffic on
your PC; the lower two bars show Internet traffic over a period of
time.

Click on this icon to block Internet traffic! When you do, the
padlock will close and the green text will change to this:

LOCHK

This is the Stop button! Click on it when you think trouble has
arrived. It will immediately stop all Internet Traffic and, unlike the
Lock button described directly above, it will allow no exceptions,
thereby not respecting the passlock.

file://IC|/Documents and Settings/rwilliams/Deskt...Ip_new_TOC/Getting_Started_Tutorial_QuickTour.htm (3 of 10) [4/12/2001 10:19:44 AM]



ZoneAlarm - QuickTour of ZoneAlarm

g . Watch this icon to get a quick graphical look at which

appllcatlons are currently connected to the Internet. Inside this
icon, ZoneAlarm displays the icon for each program on your PC
\ that has a current Internet connection.

PROGRAMS |

Click on this icon to open the Help file. The Help file not only
provides reference material, but also Internet basics, information
on how other software programs interact with ZoneAlarm, and
much more.

CONFIGURE |

Buttons below the Icons

Use these buttons to navigate between ZoneAlarm panels. This means that the
entire display in lower portion of the panel changes. Click on the buttons below to
see how it works.

ALERTS LOCK SECURITY = PROGRAMS = CONFIGURE

If you are already using the panel represented by a button, like the Configuration
panel we looked at briefly above, and you click on the Configuration button, notice
that the lower part of the main panel is removed, leaving only the icons and
buttons:

ZoneAlarm % |

e = o

AL AR M

ALERTS | LOCK  SECURITY PROGRAMS = CONFIGURE |

____________ _ 5
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The Alerts Panel

Use this panel to see statistics about Internet traffic alerts on your PC and to
minimize the display of alerts if you find there are so many that the displays

become distracting.

ZoneAlarm % |

> A s
‘] 2

Cr
ALERTS | LOCK  SECURITY PROGRAMS = CONFIGURE |

P

i

nlocked

ALERTS

— Today's summary
Bytesz sent 2R5 40 KB Butes received 211 MB

— Current alerts

[—

— Alert zettings
¥ Log alerts to a text file  Delete Log File )
C:AWAMM T M nternet Logzhal og bt [2k)

[ Show the alert popup window

o

To find out the IP address, the time and, when appropriate, the application
involved in an Internet traffic alert, look in the Current alerts box in the middle of

the panel:
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— Current alerts

ﬁ'u*lin:rn:n&n:uft Windows[THM] Meszaging Subsystern &
Spoaler tned to connect ta the local network
[update. zonelabs. com]. but was denied access by
the Internet Lock.

Uzer:
Program: Microsoft \Windows(TH) Messaging _—
Subzystern Spooler lI

Go to the checkboxes at the bottom of the panel to instruct ZoneAlarm to save
alerts to a text file that you can comfortably read at any time. You can also initiate
the alert popup alert from here, so that each time an alert occurs, a balloon alert
is displayed with pertinent information.

Alert zethings
¥ Log alerts to a text file Delete Loy File J
C:AWIMMN T M ntermet Logzhalog. ket [2k) -'

™ Show the alert popup window

The Advanced button lets you set log file options to prevent your alert log file from
getting too large.

Advanced J

Lock Panel

ZoneAlarm has a programmable lock to stop Internet traffic. Use the Lock panel to
determine whether the lock should be turned on after a time of inactivity on your
PC or whether your screen saver should turn it on.
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ZoneAlarm L

P

i

P
L

nlacked

LOCK  SECURITY PROGRAMS = CONFIGURE |

— Lock Status:

The Internet 1z open.
The automatic lock iz dizabled.

—Automatic Lock

£ Engage Intemet lock after |1E| _I? rinutes af inactiviky

¥ Engage Intemet Lock when screen saver activates.
Lock rode to uze while the automatic lock iz engaged:

% Pazz Lock programs may access the Internet

£ High security, &1l Internet activity stopped

Sonedlarm Internet Security Utility connecting to [ntermet. a

Passlock, the ability for a program to disregard the lock and access the Internet, is

enabled or disabled in this panel. If pass lock is enabled, individual applications
that you select in the Programs panel will be able to break through the lock. This
is useful for programs like e-mail.

Security Panel
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This panel is where you set up your zones. Use the yellow and blue boxes in the
middle of the panel to set overall security for your Local Zone and your Internet
Zone.

For maximum security, it is a good idea to keep security in the Internet Zone set
to High. This panel also controls MailSafe.

Zonedlarm

PROGRAMS = CONFIGURE |

J

- [nternet Lack, blacks all traffic.
- Bllawz local netwark, access to
wWindows services and shares.

- Leaves pour computer and
gervers vizible to the local
riebwark,.

[T Block local servers

— Securty level
Uze theze zliders to chooge security levels for your local and [ntermet access.
Local Internet
. | .
Medium ~_1 High
Recommended zetting for Recommended zetting for all
computers connected to the configurations.
[Rternet through a local area
riebwark. Strong security:
- Enforzes application privileges.
- Enforces application privileges. - - Internet Lock blocks all traffic.

- Blacks Internet access to
Windows zervices and fledprinter
shares.

- Stealth mode: firewall hides all
ports nat in uze by a program.

[T Block Internet servers

— M ailS afe e-mail protection

W Enable MailS afe protection to quarantine e-mail script attachments

Sonedlarm Internet Security Utility connecting to [ntermet.

o

The Advanced button puts you more in the driver's seat. This button takes you to
a dialog where you populate your Local Zone with trusted computers and
addresses.

Advancedd J
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Local £one Properties

Usze thiz dialog to zpecify what computers are in pour local zone.

- Click the &dd button to add computers to vour local zone.

- Click the Properties button to edit a computer's properties.

- Click the Remove button to remowve computers from pour local zone.

Adapter Subnets L Addy>
¥ MDIS 4.0 driver Properties

Other Computers Remove
¥ target1(111.111.111.111) Help

[V target 2 (222,222 222 222
[v target range [114.111.111.111-114.111.111.150,

- Click, the Properties button to rmodify the |P range properties.
- Click, Bemoye ta remove this item from the local zone.
- Uncheck to exclude this item from the lozal network.

ok LCancel Apply

Programs Panel

Use the Programs Panel to see which programs have been connecting to the
Internet and also to restrict or broaden a program's ability to access the Internet.
Every line in the panel is dedicated to one of your programs that has been
accessing the Internet.
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ZoneAlarm
LR
i
LR
ALERTS | LOCK | SECURITY = PROGRAMS  CONFIGURE
| Aillcy Pass
Program Allow conneck server | Lock
Eﬂmcupdate.ene Local W - [] M
82000 16:50:00  Intemnet w* - []
Fa Zonedlam Intermet S ecurity Utiliy Local: -2 [] M
21.44 Intemet - - 2 []
ﬁlnternetElenrer Local W - [] B
5.00.2920.0000  Intemet: W - []
o Microzoft Windows(TH) Messaging Subsyste Local, W* - v ]
55 Intermet: % - al
(L) Microzoft Outloak. Local W - v M
9.0.2416 Internst %* - [
= Services and Controller app Local W - [] ]
B.O0.21341  Intemet: v - []
Sonedlarm [nternet Securty Ltliky connecting to [nternet. ,é
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The Alerts Panel

Up/Down Graphs
Expanded Alert Panel

Up/Down Graphs

ALERTS

Click on the I button to display the entire Alerts panel.

Notice the two sets of UP/DN (Up/Down) graphs inside the Alerts icon. On your
machine, whenever data is being uploaded to the Internet, red bars are
displayed inside the two UP graphs. Whenever data is being received
(downloaded), green bars are displayed inside the DN graphs. If there is no
activity to/from the Internet, ZoneAlarm will display "ZA" on a red and yellow
background.

e The two graphs in the top portion of the icon display Internet
traffic as it occurs.

The two graphs in the lower portion of the icon display a
chronological history of Internet traffic as it is generated on
your machine.

« Whenever red or green flashing bars appear in the Alerts
ALERTS icon, the application receiving or sending traffic is shown as
a blinking icon inside the Programs icon.

You might also notice traffic being displayed when you are not on the Internet.
This is local broadcast traffic from your NIC. Broadcast messages are sent to all
computers that are part of a specific network. A computer's network adapter
filters traffic on the hardware level. Any traffic that does not have the hardware
address of your network interface card is automatically discarded so therefore, it
is not being transmitted to the Internet.

Similarly, there may be times when you are not logged into the Internet yet you
see activity lights on your DSL/Cable Modem. Depending on the equipment used
by your DSL/Cable provider, your computer may be receiving broadcast
messages that are transmitted throughout the Internet or a Local Area Network.
The Ethernet card on your computer automatically discards these broadcast
messages if the data is not intended for your computer.

Expanded Alert Panel

At the top of the panel, Today's Summary shows the total amount of data sent
and received by all applications. The middle portion of the panel details Current

Alerts. In the Alert Settings area, at the bottom of the panel, there are options to
display and save alerts.
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ZoneAlarm
up {‘ J
o .
Up l

oM

B
.2 QB

ALERTS LOCK  SECURITY  PROGRAMS = CONFIGURE |

ALERTS
— Today's summan
Bytes sent 54367 KB Butes received 6.38 kB
— Current alertz
The firewall has blocked Internet access o ;l
=erver.computer.com [123.456.789.0] [TCP
Port 445] from pour computer [TCP Flags: 5] PR
Time: 2/27 /2000 15:20:56 d of 2 alerts
LI ~ Clear &lerts )
Alert zettings
¥ Log alerts to a text file { Delete Log )
CAWIMM T I ntemet LogshZal og tat (7]
[T Show the alert popup window

Click here to upgrade to Zonedlarm Pro. 6

More Info button: The Alert messages generated by ZoneAlarm contain
information on what ZoneAlarm is blocking. Internet traffic is identified by unique
IP addresses. Pressing the More Info button calls the Zone Labs Alert Analyzer
which provides additional information on traffic blocked by ZoneAlarm.

Sample Log Entries — See samples of the three types of alerts in the log file.
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The Configuration Panel

Use the configuration panel to set the basic operational characteristics for
ZoneAlarm.

Configuration Panel
Older Windows Versions

Configuration Panel

Click the M button to display the Configuration panel. This button is
located directly below the Help button in the top right corner of ZoneAlarm. Use
the checkboxes and pushbuttons in the Configuration Panel to determine
whether:
e ZoneAlarm should be displayed on top of other applications
on your computer screen when Internet activity is selected

E[] e The Desk Band Tool bar should be displayed (applies to win9s and
ALARM NT4 only)

e ZoneAlarm should load when you start your computer
e To check for product updates

COMEIGURE o To change the registration information you've submitted to
= Zone Labs

The first checkbox on the Configuration Panel is On top during Internet activity.
This checkbox controls whether or not ZoneAlarm will be displayed ON TOP of
other applications whenever Internet activity is detected.

The Load ZoneAlarm at Startup checkbox is selected by default. This causes
ZoneAlarm to be loaded when you start your computer. If you uncheck this
checkbox, Internet traffic monitoring will not begin until you start ZoneAlarm on
your machine.

ZoneAlarm ey
E .ﬁ EL AR ru-.|
ALERTS LOCK SEGURITY PROGRAMS CONFIGURE
Zonedlarm version 2.6.70
u Twevector Service version 2.6.70
L & B =1 TweVector diver iz loaded.
— Caonfiguration
¥ Ontop during Internet activity ¥ Load Zonetlam at starup
¥ Show zhell toolbar
— Updates
W ez | want to check for updates autarnatically
Check for Update |
— Maotification pop-up
[T Mohify me whenever | initiate contact with Zone Labs' servers
Thiz copy of Zonedlarm waz regiztered on April 04, ) .
2001 8t 83538 AM. : i __Change Registration )
Click here to upgrade to Zonedlam Pro. "

Older Windows Versions

Older versions of Windows 95 or Windows NT (those without the Windows Shell
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Update) let you choose a "Show shell toolbar" checkbox.

Under newer versions and Windows 98 or Windows 2000, this option is part of the
Windows Shell. See the Desk Band toolbar for more information.

o The Check for update button: Click to check the web for ZoneAlarm product
updates

« The Change Registration button: Click to review and change your
ZoneAlarm registration information
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The Lock Panel

The purpose of the lock is block all network activity inbound and outbound from
your computer. Therefore, only use the lock during extended inactivity of your
PC.

Locking
Expanded Lock Panel

Locking

Click on the % button to display the entire Lock panel, where you can
set options for the Internet Lock. The Lock button is located at the bottom of the
Lock Icon, shown below. A locked or unlocked padlock is displayed in the middle
of the icon. To immediately turn Internet access on or off for all the applications
installed on your machine that are not set to bypass the lock, click directly on the

padlock.

r 4 When the Timer Bar below the Lock button is green, the Internet
Lock is not on. This means that ZoneAlarm is allowing Internet
traffic in and out of your computer.

If the timer bar displays a countdown timer, this is the time
remaining before the Automatic Lock will engage.
LOCK

When the timer bar is red, the lock is closed and no in-and-out
Internet traffic is allowed. When the lock is closed, the countdown
— timer counts upwards, showing the amount of time the lock has
0:10 been active.

=

LOCK

Expanded Lock Panel

When expanded, the Internet lock settings panel allows you to configure the
Automatic Lock. You can choose to lock Internet access automatically when your

screen saver activates or after a period of Internet inactivity on your computer.
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LOCK  SECURTY = PROGRAMS = CONFIGURE |

Unlac

OCK SETTINGS

— Lock Status:

The Intermet iz open.
Lack will be engaged automatically when the screen zaver becomes active.
Pazz Lock programs may access the Intermet while Lock engaged.

— Automatic Lock FL & 7 Disable

{” Engage Internet lock after |1U _I? minutes of inactivity

' Engage Internet Lock when screen saver activates.
Lock mode ta uze while the autamatic lock is engaged:

¥ Pasz Lock programs may access the Intermet

= High security, Al Internet activity stopped

Microzoft Windows[TM] Mezzaging Subszpstemn Spooler connecting to Internet. d

If Internet access is locked when the screen saver activates, it will be unlocked
when the screen saver is deactivated.

Note, however, that if the Automatic Lock is engaged by the period of inactivity
option, you will need to click on the Lock button to unlock Internet Access.

The Lock Mode for the Automatic Lock can be set so that "Pass Lock programs
may access the Internet." This allows Internet activity for applications that have
been given rights to bypass the lock. Typically programs like e-mail clients will be
set to check for e-mail while other applications are denied Internet Access.

High Security mode will STOP all applications' Internet activity regardless of the
program'’s access settings. See Programs for more information.
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The Programs Panel

The programs panel shows programs that have attempted to access the Internet.

Programs Panel
Using the Panel

Programs Panel

The main portion of the Programs panel is the Program List. This is the list of
programs installed on your machine that have attempted to connect to the
Internet. Use the checkboxes in this panel to control the connection behavior of
any program on the list or to specify each program's access rights for the Local
Zone or the Internet Zone.

The same functions are available in the popup menu which you call by
right-clicking on a program name in the Program list.

In the Program List, the Allow server column lets you control which applications

can perform server functions. Run your cursor over the Programs List or
right-click an entry in the list to see more statistics.

ZoneAlarm £ % |
M. ) 7720 o)
ET— E.EE E@
m- J AL AR M
_ Unlocked
ALERTS LOCK | SECURITY = PROGRAMS = CONFIGURE |
Al Fazs ;I
Prograrm Allow connect zerver | Lock
@InternetEleDrer Local W - - 7 [
5.00.2920.0000 Intemnet % - -2
(o) Microzoft O utlook: Local W - - & - - [
902416 Intemet W+ 0 W -
o Microsoft Windows(Th) Messaging Subs | gcal, W - 7 [
55 Intemet W' - - 2
I Microzoft \word for windows Lacal: 2 L J M
902717 Intemmet - 2 -2
mplaper? exe Local: 2 S | .
12/7133312:00:00  Intemnet - 2 - 2
ﬁNetscape M avigatar application file Local: W - - -2 M
403 Intemet W - | |
@DuickTimelnstaller['l | exe Local W - - 7 [
21242001 13:20.32  Intemnet W - - 2
< QuickTimelpdater. exe Local T - -9 .
2252000 12320:32  Intermet 2 -2
@ Reallukebox Application Local w* - - - - 92 [
1.02340 Intemet % - - - - 2 |
Click here to upgrade to Zonedlarm Pro. é

Using the Panel

Go to the Allow connect column in the main body of the panel to change a

program’s permissions. Click directly on the . . . to change the access level from ?
to check mark to X. Click on the . . . in the same way in the Allow server
column.

In the Program column, the program's name and version number are displayed.
Run your mouse over the program name to see more statistics:

e Product name
« The name of the file used to access the Internet
e The location of the file
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e Product version
« Creation date and file size
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The Security Panel

The Security panel is used to regulate ZoneAlarm's protection levels.

Security Panel
Related Links

Security Panel

The Local and Internet Zone each have a security level selector, that you drag
up and down to change the security level. Local Zone security is displayed in
green, and Internet Zone security in blue. The default settings are:

¢ medium for the Local Zone
« high for the Internet Zone

.

S8 p,

Zonefdlarm

4

| LOCK | SECURTY | PROGRAMS = CONFIGURE |

2
il

SETTINGS
— Security level
IJze these sliders to choose security levels for your local and Internet access.
Local Internet
. [ .
M edium __1 High
Recommended zetting for Your customized High security
computers connected to the zettingz for the Internet Zone.
|nternet throwagh a local area
retork. Allows programz and zervers with

permizzion to acceszs the Internet
- Enforces application privileges, —_—#-

- Internet Lock blocks all traffic. Blocks all other traffic except:
- Allowes local network, access to - Allows oukgoing DHCP
WWindows zervices and shares. - Allows ather incorming ICMP
- Leaves your computer and - Allow incoming 1GMP
zervers visible to the local

riekyork.

[T Block local zervers [T Block Intemet servers

— Mail5 afe e-mail protection
¥ Enable Mail5afe protection to quarantine e-mail soript attachments

Microzoft Intermet Explorer connecting to Internet. #

Use the block servers checkbox for each zone to prevent all programs from
acting as servers for that zone. By checking this option, no application will be
allowed to listen for incoming connections in that zone, even if you've checked
the Allow Server option in the Programs panel.

Related Links

e For a definition of the Local and Internet Zones, click here.

« For instructions how to use the Advanced button, to add computers to your
Local Zone, click here.

« For a description of MailSafe features, click here.
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More Info Button

Firewall Alerts

There are two types of firewall alerts: Cautious and Urgent, each displayed with a
color code to identify severity. An orange title band means the alert of a cautious

nature.
@ PROTECTED

The firewall has blocked Internet accesz to
ibmzerver. zonelabs. com [£16.15.66.136] [TCP
Fort 445] from vour computer [TCP Flags: 5].

hore Info _)

Time: 24272001 15:20:56

[ Don't show thiz dialog again
[ i )

Alerts generated by a potentially problematic source are identified by a red title
band.

file://IC|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/firewallalerts.htm (1 of 2) [4/12/2001 10:20:34 AM]



ZoneAlarm - Firewall Alerts

® PROTECTED

The firewall has blocked local nebwork, access to
wour computer [Telnet] from 192.168.254.107
[TCF Port 2141 [TCP Flags: 5].

Tirne: 24272001 15:13:58

[ Don't show thiz dialog again

! B ...-:
N

In the example above, this was a telnet attempt from an unknown source.

BACK HOME NEXT
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The Programs List

This page describes the Program List, where you manage applications on your
computer that access the Internet.

About the Program List
Viewing the Programs List
Adding a Program to the List

About the Program List

Software applications are automatically added to the Programs list the first time
they attempt to access the Internet.

You can find detailed information about an application by hovering the mouse
pointer over the entry. A tool tip will display the location and other information
about the application. If there is a problem with the colors of a tool tip, the
problem could be related to your video driver and/or display settings. If this
occurs, try using 256 colors. You can set display options in the Windows Control
Panel/Display.

There are a few ways to learn more about file names. You can contact the
software vendor for any questions you may have regarding the location of the
executable or the name of the file in your programs list. You can also run an
Internet search.

Viewing the Programs List

Empty Programs List? Unless a system administrator configured the installation
on your network, the Programs panel will probably display an empty white area
when you first open it.

The white area of the Programs panel starts filling up as your applications start
accessing the Internet. A separate line in the white area is reserved for each
program that connects.

Adding a Program to the List

Programs are automatically added to the Programs List when they have
attempted accessing the Internet. After the program has been added to the
Program List, you have the ability to:

e Prevent the program from connecting to the Internet or from listening as a
server.

e Remove the program from the Programs List.

BACK HOME NEXT
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Adding Sites to the Local Zone

This page explains how to add the subnets and computers you trust to your Local
Zone.

Managing the Local Zone

For Single Home Users

If You Are Connected to A LAN
Add a Network Subnet

About Adding Computers
Steps to Add Computers

Managing the Local Zone

For LAN users, check the box next to a subnet that ZoneAlarm placed in the
dialog at installation. To add other computers and web sites, first add the
computer then check the box next to it.

To open the dialog, click the Advanced button.
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Local Zone Properties x

Usze thiz dialog to specify what computers are in your local zone.

- Click the &dd button to add computers to pour local zone.

- Click the Properties button to edit a computer's properties.

- Click the Remove button to remove computers from your local zone.

Adapter Subnets L Adder
[ MDIS 4.0 driver Properties

Other Computers Remove
¥ target 1(111.111.111.111) Help

[V target 2 (222222 222 222
[¥ target range (114.111.111.111-114.111.111.150]

- Click the Properties button to modify the [P range properties.
- Click, Bemowe to remowe this ibem from the local zone.
- Uncheck ta exclude this item from the local network.

ak. Cancel Apply

The dialog has two sections. Click on either of the graphics below for a quick
explanation:

Adapter Subnets
[¥ 2Com EtherLink PCI [216.15.66.150/255. 255,25

Other Computers
¥ fast track (111.111.111.111]

After checking the box for any network or computer in this dialog, it becomes a
member of your Local Zone. A security setting of Medium or High will allow secure

communications and file and printer sharing between all components you've
added here.

For Single PC Home Users
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If you are a single PC user at home, you are not required to use this dialog
because your PC is probably the only machine you are trying to protect. As a
single user, you don't really need to add any more computers in order to work
safely.

The Network section of the dialog will always have an entry in it displaying the
subnet your modem or DSL connection installed on your machine. You don't need
to check the box if you are working by yourself.

The Other Computers section is where you add any trusted web site or the IP
address of a computer that you trust and want to do file sharing with.

If You Are Connected to A LAN

If you are user working as part of a Local Area Network (LAN), make sure the
entry in the Network section is checked if it represents the subnet of your LAN
adapter. The red checkmark tells ZoneAlarm that you trust your LAN connection
and that you really want to share connectivity with the users on that LAN.

If your company or work group has more than one subnet, you need to go to the
Other Computers section to add the subnets that are not identified by the LAN
adapter on your machine. ZoneAlarm picked up the adapter subnet from your
LAN adapter at installation time and placed it in the Network section.

You have to manually add additional subnets you have in your organization by
clicking on the Add button then entering the IP address and subnet mask in the
Other Computers Section of this dialog:

Add x> Hosk[Site. ..
IP address...

IP Range. ..
| Subret, ..

With ZoneAlarm installed and running, all the IP addresses of subnets that are

not identified in your LAN adapter have to be included here so that applications
residing on those subnets can be accessed from your PC whenever Local Zone

security is set to Medium or High.

Add a Network Subnet

The green Adapter Subnets section lists subnets identified by your LAN adapter or
by your DSL or dial-up modem connection to the Internet:

Adapter Subnets
[¥ 2Com EtherLink PCI [216.15.66.150/255. 265,25

When you click directly on the yellow area, the message at the bottom of the
panel changes to tell you that you can't manually add Network Subnets yourself:

- Unicheck item ta exclude thiz zubhet fram the lacal zone.

- Maormally, only L&M adapters should be checked. Dhalup/cable
modem/D5L modem adapters should not be checked.
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When you check the box, the message changes to tell you what your checkmark
will do, and not to check the box if the entry corresponds to a dialup or cable
modem adapter or a DSL connection.

The red checkmark identifies the adapter as something you want ZoneAlarm to
allow your PC to communicate with. Once the network is checked, you can access
programs and sites located on the subnet.

Remember that if you are a single user, you don't need to worry about checking

anything in this dialog until you become part of a LAN or for certain VPN
installations.

Add Computers

The green Other Computers section is where you add IP addresses representing
computers and web sites located on other LANs or somewhere on the Internet.
You add them because you know enough about them to allow connections with
them over the Internet.

Other Computers
¥ fast track (111.111.111.111]

When you click on the yellow area directly, the message at the bottom of the
panel changes to tell you about adding a computer here:

Additional computers can be added o pour local zone, You can add a
hiogt [computer] or zite by name, a single |P addresz, a range of [P
addreszzes ar a subnet,

When you click on the checkbox, the message changes to tell you what your
check mark will do. It also tells you that clicking on Properties lets you see the
definition that was entered for the computer or address represented by the entry.

- Click the Properties button to modify the [P addrezs properties.
- Click, Remowe to remowe this item from the local zone.
- Uncheck ta exclude this item from the local network.

Any web sites and computers you add here will be those that are not specifically
part of the LAN identified by your LAN adapter.

If you are a home user, this is where you add web sites and addresses that you
know well enough to place inside your Local Zone. An individual user would use
this dialog to add any computer other than his or her own PC that is familiar
enough to be trusted.

For LAN users, if your company or work group has more than one subnet, here is
where you add IP addresses of the subnets not identified by your LAN adapter.

Steps to Add Computers

This section provides an example of how to add a computer to your Local Zone.
(The message at the top of the dialog never changes. It displays the basic steps
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you need to follow to use the Add, Properties or Remove button.) Here is an
example of the basic steps:

1. Click the Add button. The popup menu provides these choices:
Host/Site...
IP Address...
IP Range...
Subnet...

2. For this example, we click IP Address... to add your next-door neighbor's
computer identified by its IP address.

3. Enter a short Description for display purposes only, and then your
neighbor's IP address.

Add IP Address E |

Description friend nest door PC

IP Addess 222 . 222 . 111 . 222

] Caricel

4. Click the OK button.

You'll see your friend’'s computer, including the description you entered, displayed
under Other Computers.

Other Computers

v friend next door PC (222 222 111.222)

This means that that computer is now in the Local Zone. Therefore, ZoneAlarm
will allow you to communicate with your neighbor over the Internet. Other
computers won't have that privilege because you have not told ZoneAlarm you
trust them.

BACK HOME
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Passing a Program Through the Lock

How to set the Pass Lock
Adding a program to the List

How to set the Pass Lock

There are two different Locks that you can click on whenever you feel that your
system shows an Internet security threat: the Lock icon and the Stop button. The
Pass Lock function only works with the Lock icon because the Stop button stops
ALL Internet traffic.

Right-click on a program, then select Pass Lock from the popup menu to allow a
specific program to be able to bypass the lock whenever you stop other Internet
traffic using the Lock icon.

ﬁNetscape Mavigator application file lacal - - % - - D -
Local Mekwork, ~
<@ QuickTimelnstaller1] exe DEa NG
Internet .
22/ ——
‘@’ QuickTimel pdater. exe 3= LULE.

22 iZhanges Frequently

@p Feallukebox Application  Remave Netscape Mavigator application file

T E 3T Tnlemet W 2

@ RealMetworks Syetern Trap Application  Local: > g T
1.0.2.340 Internet - ‘> 2

D FiealPlaver Local 2 2 Tl
6.0.9.450 Internet - g 2

=™ Services and Controller app Local W - - <> ]
B.00.2134.1 Intemet W - ?

j TCPAP Ping Cammand Local W - %> ]
RO0.21341 Intemet W - 2

After making your selection, a check mark will be displayed to the left of the Pass
Lock selection. You can view this check mark to verify that the Program has pass
lock turned on by looking for the checkmark either on the popup menu that comes
up when you right-click on the program; or, under the "Pass Lock" column to the
right of the program name in the list.

This means that the program will be allowed to get around the Internet Lock and
therefore access the Internet while the Lock remains in effect for all of your
programs that are not specifically earmarked to bypass the lock.

Adding a program to the List

Adding a program to the list occurs only when the program issues an alert asking
for permission to connect to the Internet. Until this time, a program will not be
listed under "programs" in ZoneAlarm.
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ZoneAlarm Program Alerd

Do pou want ta allow Microzoft Qutlook to access
the local nebwork?

Techmcal Information

Destination [P: 192.168.254.26:1035
Filemame: OUTLOOK. EXE
Version: 9.0.2416

More Information Available

Thiz iz the program's first Mare Info )
attempt to access the local = J
ruekonark,.

What iz the local netwark?

r Remember thiz answer the nest ime | use this
pragrar.

BACK HOME
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ZIINE
MD5 Checksum

If you run Netstat or another port monitoring utility, you might notice an unidentified
application listening on a given port. You might even notice an application listening on a port
when ZoneAlarm did not request permission for it to access the Internet. Applications in the
Programs List not allowed to connect are the usual culprits to this phenomena. On the surface,
it is easy to misconstrue listening on a port as a breach of security, but, in fact, ZoneAlarm is
performing exactly as designed.

4 MS-DDS Prompt

| Aue =] '|'“_|%| H s Al

CGACopyright Microsoft Cowrp 19811979,

GasHIHDDWS *netstat —an
Active Connections

Proto Local Address Foreign Address

ICP B.60.8.8:53 B8.8.0.8:8

| R H.H. B W6/ H.H. K. W

ICP A.A.6.8:=2737 B.8.0.68:8

| i 172.168.8.1:137 H.8.8.8:=8

TCP 192.168.8.1:138 B.8.8.8:8

ICP 192.168.8.1:139 B.A.8.6:08 LISTEHING
IR 216.15.66 . 218 1025 21b.15.66.136:13Y TIHE _WAIT
ICP .218: B.8.80.6:8 STENING
TGP P 5 .aldal H.B.0.8:0 STEHI NG
ICP 26 A5 .66 2182139 A.8.8.6:08 LISTENING
I DF A.8.8.8:53 2

une B.0.8.8:67

UDP 192.168.8.1:137

Lo 192 . 168 _H.1:138

HDP 216.15.6 18:13%

HDF 216.15.66.218:138

G NI HDOWS 3

ZoneAlarm's dual-layer security architecture actually permits traffic attempting to bypass a
normal socket layer to pass through to the point where it reaches the firewall. At that point,
having the impression that it successfully bypassed the port, the application may attempt to
communicate to the Internet. ZoneAlarm intercepts that communication. ZoneAlarm
authenticates applications through an MD5 checksum, a process that detects and prevents
Trojans renamed as legitimate applications from getting through. The full stateful inspection
firewall is enhanced with True Vector to have one main rule: "Don't let anything in or out.”
After that rule, it goes on to check whether applications are allowed or disallowed, verifies
ports and protocols, and specifies configurations and so forth.

Many of the other firewalls today, do their application verification process through name
recognition. Hackers can easily exploit this weakness. In a matter of minutes, a hacker can
create his or her own malicious application that has the same name or properties as a
legitimate application and it will glide through the firewall. With ZoneAlarm, even if a hacker
changes the name of an application to make it look legitimate, it will still be stopped because
of the MD5 Checksum verification process.

file://IC|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/md5.htm (1 of 2) [4/12/2001 10:20:43 AM]



ZoneAlarm - MD5

BACK HOME NEXT

Copyright © 1999-2001 Zone Labs, Inc.

All rights reserved. ZoneAlarm and ZoneAlarm Pro include TrueVector Technology, covered by U.S. Patent No. 5,987,611.
Zone Labs, ZoneAlarm, ZoneAlarm Pro, and TrueVector are registered trademarks of Zone Labs, Inc.

file:///IC|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/md5.htm (2 of 2) [4/12/2001 10:20:43 AM]


javascript:history.back()
file:///C|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/Table_of_Contents.htm

ZoneAlarm - Program Alerts

L A& B B
The Zone Labs Program Analyzer is under development.

More Info Button

Program Alerts

There are four types of program alerts: New, Changed, Repeat and Server.

When a program asks for permission either to access the Internet (or private LAN)
or to act as a server for the first time (i.e. it is not listed in the Programs Panel), it
will be labeled as "New Program." Once the program does either has been
accepter or denied access, it is no longer a new program.

If you have the "Show popup alert window" option checked via the bottom of the
Alerts Panel, then each time a new program attempts to access the Internet, you
will receive a "New Program"” alert, as displayed below.

" !

ZoneAlarm Program Alert

Do pou want to allow Microzoft Qutlook, to access
the local nebwark™?

Technical Information

Destination [F: 192.168.254. 26:1085
Filename: OUTLOOK. EXE
Version; 9.0.2418

More Information Available

Thiz iz the program's first Mare Info )
atternpt to access the local * =

niekawrk..
What iz the local nebwark?

r R emember this anzwer the next time | uze this
program.

If you select the "Remember this answer the next time | use this program™ box,
then ZoneAlarm will not prompt the application with a New Program alert the next
time it is launched it. Instead, you would receive a "Repeat Program Alert" as
indicated below.
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@ REFEAT PROGRAM

Do pou want ta allow Microzoft Qutlook to access
the Internet?

Techmcal Information

Destination P: 127.0.0.1:1730
Filemame: OUTLOOK. EXE
Version: 9.0.2416

More Information Available

This_prngram has More Info )
previously acceszed the

Internet.

r Remember thiz answer the nest ime | use this
pragrar.

A R

If the application is already in your Programs List and has server rights, you will
receive a Server Program Alert.

1~ B

ZoneAlarm Program Alerd

Do pou want ta allow Microzoft Dutloolk b0 act az a
TEMEr Y

Technical Information

Filemame: OUTLOOK. EXE
Verzion: 9.0.2416

More Information Available

Thig prograr iz azking for Mare Info )
zerver rights! : —

r Remember thiz answer the nest ime | use this
pragrar.

ACHE NN
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If you do not mark the "Remember this answer the next time | use this program"
box, then ZoneAlarm will still recognize the application and put it into your
Programs List. It will not however, have access to the Internet (allow connect will

not be checked). Once in your Programs List, you can either allow it access or
remove it.

Changed Program

If a program that already has a rule listed in the programs panel tries to 1) access
the Internet or LAN, and/or 2) act as a server, the alert will be labeled "changed
program."

« The MD5 or CRC checksum has changed

« The version number of the program has changed
« The name of the program has changed

« The name of the executable has changed

« The path/directory of the program has changed
« The file size has changed

« The certificate has changed

For additional information on MD5 Checksum, go here.

Alert Content

ZoneAlarm program alerts will contain the following information:
o the IP address
« the port
« the protocol
« the time and date of the connection attempt
« whether the connection attempt was incoming or outgoing
« possibly, but not always, the name of the application causing the alert
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Using the Programs List

The Programs List is your tool for controlling the Internet connection behavior of
your applications — what they are and are not allowed to do on the Internet.

Viewing Programs in the List About Permission Messages
Allowing a Program to Connect Allowing a Program to be a Server
Controlling Access to a Program Right-clicking To Set Options

Permissions and Zones

Viewing Programs in the List

If you have just installed ZoneAlarm for the first time, your Programs List will be
empty. To display the Program List, click Programs on the ZoneAlarm Main
panel:

PROGRAMS

The list panel is displayed, showing all programs which have accessed the
Internet since the installation of ZoneAlarm.
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ZoneAlarm P
e
ALERTS LOCK  SECURITY = PROGRAMS  CONFIGURE
Al Pass
Program Allow connect server | Lock
Eﬁmcupdate.e:-:e Local W - [] N
/8/2000 165000 Intemet W+ - []
EA onedlarm [nternet Securiby Ll Lacal - 7 [] O
21.44 Intemet - - 2 []
ﬁlnternetEleurer Local w* -« - [] N
5.00.2920.0000  Intemet: v - []
o Microsoft Windows[TM] Messaging Subsyste | acal: % - [v N
55 Intemet: %' - [v
Min:ru:uau:nftl:lutlcucuk Local W - [v N
9.0.2416 Intemst ¥ - [
= Services and Controller app Local: W - [] N
5.00.2134.1 Intemet; v - []
Sonedlarm [nternet Secunty Utility connecting to Internet. #

Allowing a Program to Connect

On each program line, the second column is the Allow connect column. Use this
column to allow or deny the program access to the Internet.

Logal - - 2
Internet: =+ 2

If you have not changed anything, two question marks appear in the column,
meaning you will always receive a ZoneAlarm message asking your permission
when this program attempts access to the Internet.

Controlling Access to a Program

Remember, question marks mean your permission will be asked each time a
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program attempts to access the Internet.

Local: %* -
Click on the ™. . .™ dots to change settings. Intemet. = X -
e The left one sets a checkmark (allow)
e The middle one sets an X (deny)
e The right one sets a question mark (ask)

Permissions and Zones

In the Programs List,

The TOP section governs the Local Zone: Local % -

The BOTTOM section governs the Internet Zone: Intemet: W -

Keep those zone-specific distinctions in mind and it will be clear that when you
click on the top section, you are managing the program's access to locations you

have defined in your Local Zone. When you click on the bottom section, you are
managing the program's access to the entire Internet.

About Permission Messages

When ZoneAlarm asks your permission for a program to connect, a message like
this one is displayed, containing the name of the program and your IP address:

" !

ZoneAlarm Program Alert

Do pou want to allow Microsaoft Qutlook to access
the local network?

Technical Information

Deztination IF; 192.168.254. 26:1085
Filename: OUTLOOE. E=E
YWerzion: 9.0.2416

More Information Available

Thiz iz the program's firgt More Info )
attermnpt to accezs the local =

netowrk.
Wwhat iz the local netwark?

r Rermember this anzwer the next time | uze this
Pragran.

If you click the Remember this answer... checkbox, ZoneAlarm will not ask you
about this permission again.
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Allowing a Program to be a Server

Programs can play the role of a server, waiting or listening for incoming
connections from the Internet. This column gives you the choice to stop or allow
server behavior for each program.

Allow
SErYer

[vf
[¥f

The Allow server column gives you the same choices as the Allow Connect
column. ZoneAlarm can request your permission each time, or you can allow or
deny server behavior to each program. These permissions also function by zone.

(See the Controlling Access and Permissions and Zones sections, above for a full explanation of settings.)

Right-clicking To Set Options

When you right-click a program in the Program List, the following choices are
available to you. Click here for details about the menu choices.

Local Metwork, k
Internet k
Pass Lock

i_hanges Frequently

Remaove Microsaft Cutlook,

Right-clicking a program in the list lets you define access rights for that program,
or to remove it from the list. The rights you define are specific to either the Local
Zone or the Internet Zone.
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Changed program

Do you want to allow a specific program to access the Internet?

What is a changed program?

What should | answer?

How do | know what program is trying to gain access?
What else should | know?

For further Information

What is a changed program?

CAUTION! A changed program is a program that has asked you for Internet or
local network access rights in the past but has now CHANGED in some way. When
a program changes, ZoneAlarm requires the program to ask for permission again
SO you're best protected.

How should I answer?

A changed program can be safe

If you've updated or reinstalled this program since the last time it accessed the
Internet or local network or if this program automatically updates itself, it could
show up as a changed program. If this is the case, it is probably safe to grant
access rights to this program.

A changed program can be dangerous!

If you did not update this program since the last time it accessed the Internet or
local network, it could be a malicious program planted on your computer that
imitates a legitimate program. If this is the case, do not give this program access
rights.

After you deny access rights, investigate the program as follows:

e Make a note of the program name, file name, and path of this program.
Scan the file with your current virus scanner.

o If you have a dedicated Trojan scanner, scan with that as well. Make sure
your virus or Trojan definitions are up to date.

e Check with the company Web site or Help support for the changed program,
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to see if there are any legitimate reasons why the program might change.

Consider all of the above before deciding if your decision was right. You may
change your decision at any time in the Programs panel.

How do | find out what the program is that that's
asking for access?

Sometimes you can tell what a program is by its name; other times you may not.
An unfamiliar program may be an important component of a known program, and
may be needed by the known program in order to function:

"Services and controller app” is a Windows component used by Microsoft
Internet Explorer(TM) to access the Internet.

e "Microsoft Windows(TM) Messaging Subsystem Spooler” is a component of
Microsoft Outlook(TM), used to get e-mail.

Therefore, some unfamiliar programs do need Internet access. Other unfamiliar
programs, however, may be potentially harmful. If you don't recognize a program,
start by reading our FAQ for a list of commonly unrecognized programs. If you
can't find your answer there, try entering the program name into a search engine.

What else should | know?

There are a few ways you may answer a pop-up:

e Answer, "Yes," to give a program access rights just this one time. The next
time the program needs to access the Internet , it will ask again.

e Answer, "No," to deny access rights just this one time. The next time the
program needs to access the Internet, it will ask again.

o If you check, "Remember this answer the next time | use this program,”
before you click "Yes," or "No," the program will NOT ask you again. Your
answer will be saved and applied each time the program tries to access the
local network or the Internet.

You may change your answer any time in the Programs panel for any program by
clicking on the interface.

A red X = deny access, a green checkmark = allow access, a black ? means ask
me every time.
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For further information

Knowledgebase Main Page
Zone Labs Home Page
Zone Labs Support Page
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Server program

ZoneAlarm has detected a program attempting to connect to, or to accept a
connection from, the network.

More Information
Detailed Information
For further Information

More Information

The AlertAnalyzer is not able to determine whether this is a new, changed, repeat,
or server program. The following general information is offered to help you
understand the alert you received from ZoneAlarm or ZoneAlarm Pro.

Detailed Information

Rest assured, that ZoneAlarm or ZoneAlarm Pro will not permit this application to
communicate with the local network or the Internet, until you give permission.

Some alerts result from not configuring ZoneAlarm or ZoneAlarm Pro optimally for
your applications, your network or your ISP. To assist you in configuring and using
ZoneAlarm, check out our Frequently Asked Questions pages, which are accessible
from http://www.zonelabs.com/support.htm. Technical support is available via
e-mail at support@zonelabs.com for questions not answered on the web site.

A wealth of information about firewalls and the interpretation of alerts can be
found on the Internet. The Usenet newsgroup comp.security.firewalls, and the
security-oriented discussion groups in the ShieldsUp section of grc.com, are
particularly good sources of information.

For further information

file://IC|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/za_server_program.htm (1 of 2) [4/12/2001 10:21:04 AM]



ZoneAlarm - Server program alert

Knowledgebase Main Page
Zone Labs Home Page
Zone Labs Support Page
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ZoneAlarm Overview

ZoneAlarm provides Internet security for any individual computer. It is an ideal
tool for blocking unwanted Internet connections for machines using always-on DSL
or cable modem connections. ZoneAlarm protects you from malicious programs,
like Spyware and Trojan horses, by allowing you to control your computer's
Internet traffic and the way applications access the Internet.

When an application on your computer tries to access the Internet, ZoneAlarm
makes sure it has your permission first.

ZoneAlarm provides a dynamic firewall which allows you to independently
establish protection levels for several zones. Set up the appropriate security level,
such as Medium or High, for the computers in your Local Zone to allow secure

file-sharing and print-sharing operations within your LAN.

The Internet Zone is usually set to High Security, making your computer invisible
to computers throughout the Internet. By using High Security in the Internet Zone,
you won't be a target for hackers or other types of intruders. It's very easy to set
up security levels. Simply go to the Security Panel and drag the sliders up or down.
This is all you need to do to configure the firewall. You don't need to be an expert
in program protocols and ports.

You can then go further and customize security settings by clicking on the
Advanced button on Security Panel, or apply application-specific security by

right-clicking on a program name in the Programs Panel.

ZoneAlarm appears as a panel on your Windows desktop, shown below. You can
also interact with ZoneAlarm using the Desk Band Toolbar.
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Troubleshooting and Technical
Support

Deciphering a technical problem on your computer can be a complex task but
there are a few methods of making the process easier. The first one is to carefully
note specifics to what is occurring as the problem occurs. The sequence of
events, the type of software and operating system in use as well as the
limitations of hardware all play a factor. Then of course there are anomalies on
the Internet which make additional deciphering necessary. For suspected
problems with your Internet service, bookmark the web page for system status
on your ISP.

Q: I can't access the Internet.
A: In ZoneAlarm and ZoneAlarm Pro, check your Security Panel and see what
your Internet security settings are. If at high, lower to medium.

Can you ping your gateway? To determine what your gateway is, go to a DOS (or
command) prompt and type i pconfig/all.

Your default gateway address should be displayed (along with other information,
but for the moment, all you need is the gateway). From the command prompt,
type pi ng [ gat eway address]. If you get a reply, it means you can

communicate to and from the Internet.

If you run into a technical problem using ZoneAlarm, please visit the ZoneAlarm
Support Site.

To provide you the answers you need as quickly as possible, our technical support
site provides links to:

e Quick Support: This page provides quick answers to questions about using
ZoneAlarm.

e FAQ Page: Get up-to-date answers by visiting the Frequently Asked
Questions page.

e Release History: Use this page to check the release history for ZoneAlarm
or use the automatic check for update feature.
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Program Permissions

Program permissions allow you to control program access by zone.

Permissions
Programs Panel

Permissions

When a program attempts to access the Internet for the first time, ZoneAlarm
displays an alert, like the one shown below, and asks if you want to give that
program permission to access the Internet.

" 4

ZoneAlarm Program Alerd

Do pou want to allow Internet Explarer to access
the [nternet’?

Techmcal Information

Destination IP; 127.0.0.1:1073
Filemame: IEXPLORE.EXE
Werzion: 5.00.2920.0000

More Information Available

Thig iz the program's first Wore Info )
attempt to access the ’ =
Internet.

. Remember thiz answer the nest bime | use this
pragrar.

by -

e Selecting Yes allows the program to access the Internet until you quit the
program.

e Selecting No denies the program Internet access until you close the
program and open it again.

The default Internet access mode for all applications is to ask for permission each
time you run the program. Check the Remember this answer checkbox to
enforce your Yes or No decision without ZoneAlarm displaying the alert again.
This is useful for programs that you always grant Internet access to, like your
web browser.

Programs Panel
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The Programs panel allows you to specify different access permissions for a
program to each Zone. For example, you can allow an FTP Client access to the full
Internet, but restrict your e-mail program to the Local zone.

Bl Pazs
Frogram Allow connect SEMVEr Lock
ﬁlnternetE:-:plnrer Local w* - - « - 9 =
50029200000 Intermet % - - - - 2
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Server Activity

This page explains how to stop applications from accepting connections from
outside your computer.

Detecting Possible Intrusion Requests

Many Trojan Horse programs are designed to be servers, waiting for connections
and instructions from remote clients. You can use ZoneAlarm to detect server
programs that are listening for such requests.

When ZoneAlarm detects server activity, the firewall will block the incoming
connection for any program that is already on your Programs List where a red X
appears in the Allow Server column.

Examples of server programs include Web, FTP, and e-mail servers.

The Programs icon indicates Internet servers and
! applications listening for connections by a hand holding
|4 the program icon.

To grant a specific program the right to act as a server,
E go to the Programs panel and check the Allow Server

checkbox for that program. ZoneAlarm will deny

connection, and display a popup warning when a program
b LAl you have not given server permission to tries to connect.

Communication applications like ICQ or NetMeeting, usually require server rights
in order to function properly with ZoneAlarm.
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Popup Alerts

This page explains how to manage ZoneAlarm popup alerts boxes.

About Popup Alerts

The checkbox shown here controls whether Internet alerts are displayed on your
computer screen. You can find this checkbox at the bottom of the Alerts panel.
Unless you select this checkbox, you will not receive a popup display for Internet
alerts.

[ Show the alert popup window

When the checkbox is checked, ZoneAlarm displays an alert popup whenever it
blocks an Internet communication. A sample alert popup is shown here.

® PROTECTED

The firewall has blocked local netwark, access to
pour computer [Telnet] frorm 123 456 .783.000
[TCP Port1234) [TCP Flags: 5]

Time: 2/27/2001 15:13:58

For more information on understanding alerts, check the section on Current
Alerts. In the Alert Settings area, at the bottom of the panel, there are options to
display and save alerts.
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Current Alerts Display Area

The Current Alerts Display Area displays information about connection alerts on
your machine.

The Display Area
More Information

The Display Area

The large display area on the Alerts panel is Current Alerts. It displays the
following information about current connection alerts on your machine:

e the IP address

o the port

e the protocol

o the time and date of the connection attempt

o« whether the connection attempt was incoming or outgoing

e possibly, but not always, the name of the application causing the alert
You can submit a request to the Zone Labs Alert Analyzer to get detailed
information about the block by clicking the More Info button. Clicking More Info

sends information about the alert to the Alert Analyzer web site. It launches the
user's browser and displays a page with the following information:

e A synopsis of the source and destination IP addresses and ports, the
program name and file name of the program associated with the alert, if
known

e A link to query the ARIN whois database for the source or destination IP
address. This provides administrative contact information about the
upstream provider for the IP address. It does NOT identify the computer

o For the most common alerts, a brief article explaining what might be
causing the alert

e Links to FAQ articles on the Zone Labs web site

More Information

Click here to view the help article on Zone Alarm Logs

Click the links below to view information about common log entries:
¢ FWIN Sample: An incoming request was blocked

e FWOUT Sample: An outbound request was blocked

e PE Sample: One of your applications tried to connect
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file:///C|/Documents and Settings/rwilliams/Desk...neAlarm_Help_new_TOC/ZoneAlarmHelp20_Current.htm (1 of 2) [4/12/2001 10:21:19 AM]


javascript:history.back()
file:///C|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/Table_of_Contents.htm

ZoneAlarm - Current Alerts Display Area

Copyright © 1999-2001 Zone Labs, Inc.

All rights reserved. ZoneAlarm and ZoneAlarm Pro include TrueVector Technology, covered by U.S. Patent
No. 5,987,611. Zone Labs, ZoneAlarm, ZoneAlarm Pro, and TrueVector are registered trademarks of Zone
Labs, Inc.

file:///C|/Documents and Settings/rwilliams/Desk...neAlarm_Help_new_TOC/ZoneAlarmHelp20_Current.htm (2 of 2) [4/12/2001 10:21:19 AM]



ZoneAlarm - About Zone Alarm Logs

Fo[T3

L A& B 3

About Zone Alarm Logs

This page presents information about the ZoneAlarm event logs.

ZAl og. t xt contains information on ZoneAlarm Alerts. If you are using

Windows95, Windows98 or Windows Me, the file is located in the folder
(x):\Wndows\ I nternet Logs.

If you are using WindowsNT or Windows2000, the file is located in the folder
(x):\Wnnt\Internet Logs.

ZoneAlarm logs the following information:

FWIN: indicates that the firewall blocked an incoming request to
connect to your computer.

FWOUT: indicates that the firewall blocked an outbound request from
your computer.

PE: indicates that an application on your computer attempted to
access the Internet.

TCPFlags
There are six TCP flags. They are:

URG - urgent pointer is valid

ACK - acknowledge data received (set in all packets but first)
PSH - push data to app

RST - reset connection (hard close)

SYN - connection request (& returned by server w/ ack to accept)
FIN - end connection (normal close)

The flag as noted in the log file is the first letter of the flag abbreviation.
Therefore, "AP" means ACK plus PSH, "S" means SYN.

Click the links below to view information about common log entries:
e FWIN Sample: An incoming request was blocked

¢ FWOUT Sample: An outbound request was blocked

e PE Sample: One of your applications tried to connect

BACK HOME

Copyright © 1999-2001 Zone Labs, Inc.

All rights reserved. ZoneAlarm and ZoneAlarm Pro include TrueVector Technology, covered by U.S. Patent
No. 5,987,611. Zone Labs, ZoneAlarm, ZoneAlarm Pro, and TrueVector are registered trademarks of Zone
Labs, Inc.

file:///C|/Documents and Settings/rwilliams/Deskto...eAlarm_Help_new_TOC/ZoneAlarmHelp20_LogSamples.htm [4/12/2001 10:21:19 AM]


javascript:history.back()
file:///C|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/Table_of_Contents.htm

ZoneAlarm - FWIN Sample Log Entry

Fo[T3

L A& B 3

FWIN Sample Log Entry

ZoneAlarm blocked an incoming request

Example
FW N, 2000/ 03/ 07, 14: 44: 58, -8: 00 GV, Src=192. 168. 168. 116: 0,
Dest =192. 168. 168. 113: 0, |Incom ng, | CW

FWIN indicates that the firewall blocked an incoming request to connect to your
computer. The entry also includes the following information:

e Date and Time

e Source IP Address and port number

e Destination IP Address and port number

e Transport-Indicates that the transport was either TCP, UDP, ICMP, or IGMP
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FWOUT Sample Log Entry

ZoneAlarm blocked an outbound request

Example

FWOUT, 2000/ 03/ 07, 14: 47: 02, - 8: 00 GV, Qui ckTi ne Pl ayer
Application tried to access the Internet. Renote host:
192:168: 1: 10

FWOUT indicates that the firewall blocked an outbound request from your
computer. The entry also includes the following information:

e Date and Time

e Source IP Address and port number

e Destination IP Address and port number

e Transport-Indicates that the transport was either TCP, UDP, ICMP, or IGMP
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PE Sample Log Entry

ZoneAlarm detected an application on your computer attempting to access the
Internet.

Example

PE, 2000/ 03/ 22, 17: 17: 11 -8: 00 GWI, Net scape Navi gat or
application file, 192.168.1. 10

The PE entry informs you that an application on your computer attempted to
access the Internet. The entry also includes the following information:

e Date and Time
e The application on your computer that attempted to access the Internet

e The IP Address and Port number that the application was trying to connect
to
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Alert Settings Section

The Alert settings section of the Alerts panel lets you determine if alerts are sent
to the Alert Log, to a popup window or both.

About the Alerts Section

Important: A popup may block network traffic until the alert is OK'd in the popup
window. If you are not monitoring traffic at the workstation, it is advised to not
use the popup option. This is very important when running ZoneAlarm on servers
with limited monitoring.

Alert zettings
¥ Log alerts to a text file Delete Log _)
C:AWIMM T Mntemet Logzhalog. txt (Sl '

¥ Show the alert popup window

Check the Log Alerts to a text file checkbox to save alerts to a text
file in CSV format (most spreadsheet and database applications can
import this file format).

Check the Show the Alerts Popup window checkbox to either
display the Visual Alert window or to turn it off altogether.

The default location and name of the alert log file is:
(x):\Wndows\ I nt ernet Logs\ ZALog. t xt (inyour top level Windows

directory).
ZoneAlarm logs can be deleted at your discretion so they do not become

excessively large. You can back up your logs by renaming the file using whatever
naming scheme you prefer.
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Local Zone Properties

This page explains how to add Internet servers, IP addresses & subnets to your
trusted local zone.

About the Panel
Adding Internet Elements
Cable Modem lIssues

About the Panel

The Local Zone Properties dialog is displayed when you click the Advanced
button in the Security panel. Use the Local Zone Properties to add trusted:

e Internet servers
o |IP addresses or ranges of IPs
e Subnets

Click the Add button to add any of these elements and the Remove button to
remove items from your Local Zone list. Click on the Properties button to modify
the name or IP address of any element of your Local Zone properties.

The Adapter Subnets section lists all the Network Interface Cards (NICs) on your
machine. Checking an adapter automatically adds the network adapter's local
subnet to the Local Zone.

If you are on a local area network, checking an adapter automatically adds any
computers and other devices such as printers using that subnet to your Local
Zone. On a LAN using multiple subnets, you would need to add these individually.
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Local Zone Properties x

Usze thiz dialog to specify what computers are in your local zone.

- Click the &dd button to add computers to pour local zone.

- Click the Properties button to edit a computer's properties.

- Click the Remove button to remove computers from your local zone.

Adapter Subnets L Adder
[ MDIS 4.0 driver Properties
Other Computers Bemave
¥ target 1(111.111.111.111) Help
¥ target 2 (222,222,222 222)
[¥ target range (114.111.111.111-114.111.111.150°
W target range 1 (222.222.222.222.222.222 222 2F
ol | i
- Click the Properties button to modify the [P range properties.
- Click. Remowve to remove thiz ikem friom the local zone.
- Uncheck to exclude thiz itern from the local networl,
ak. Cancel Apply

Adding Internet Elements

Do the following to add a trusted Host/Site, IP Address, IP Range, or Subnet to
your Local Zone:

1. In the Security panel, click the Advanced button. The Local Zone
Properties dialog is displayed.

2. Click Add and select Host/Site (where you have the domain of the remote
server rather than the IP address), IP address, IP Range or Subnet.

3. Under Description, enter a name for the entry. This description can be
anything and has no bearing on functionality. It is intended to help you
distinguish multiple entries in the Local Zone.

4. Enter the name of the Host/Site, IP Address, IP Range, or Subnet.
Example: ww. addhost site. comor 10. 10. 10. 1

5. Click Next
6. Click Finish
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7. Click OK

In some instances, you might need to set your Security Level (for the Local Zone)
at medium. This is because traffic is routed across multiple networks.

Cable Modem lIssues

If you use a network adapter card connected directly to a cable modem to
connect to the Internet, you will want to leave the cable subnets unchecked, to
prevent your neighbors from being able to access your computer.

Some software applications use remote servers or special services that require
access to your computer. To use these applications, you will need to add the
remote computer's IP Address or domain to your trusted Local Zone.

BACK HOME

Copyright © 1999-2001 Zone Labs, Inc.
All rights reserved. ZoneAlarm and ZoneAlarm Pro include TrueVector Technology, covered by U.S. Patent

No. 5,987,611. Zone Labs, ZoneAlarm, ZoneAlarm Pro, and TrueVector are registered trademarks of Zone
Labs, Inc.

file:///C|/Documents and Settings/rwilliams/Des...Alarm_Help_new_TOC/ZoneAlarmHelp50_Advanced.htm (3 of 3) [4/12/2001 10:21:20 AM]


javascript:history.back()
file:///C|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_TOC/Table_of_Contents.htm

ZoneAlarm - Internet Zone Security

file:///C|/Documents and Settings/rwilliams/Desk...eAlarm_Help_new_TOC/ZoneAlarmHelp50_Internet.htm (2 of 2) [4/12/2001 10:21:20 AM]



ZoneAlarm - Local Zone Security

Fo[T3

L A& B 3

Local Zone Security Settings

The default security level for the Local Zone is Medium. The difference between
Medium and High security levels is that High security blocks access to the
network and system services.

Important: The access privileges you assign to specific programs in the Programs
panel override the security levels you set in this panel. The same is true for your
Internet Lock settings.

Local
Medium ' Low Security: Low se_cqrity only
enforces application privileges and
Recommended setting for Internet Lock settings, leaving your
computers connected to the computer visible to other computers in
[Rternet through a local area the Local Zone. The firewall does not
rietork. block file or printer shares or traffic to
and from the Local Zone.
- Enforces application privileges.
- Internet Lock blocks all traffic. =~ Medium Security: This is the default
- Allows local nebwork acceszs to Local Zone setting. At this security
‘windows services and file/printer level, the computer is visible to the
shares. Local Zone. File shares, printer shares
- Leaves your computer and and Windows services are allowed for
zervers vizible to the local computers in the Local Zone. At
riebwork,, Medium security, the Automatic Lock is
enhanced by the firewall and blocks all
ports.

[T Block local zervers

High Security: This is the highest security level available providing strong
application flexibility. At High security, the firewall blocks access from the Local
Zone to Windows (NetBIOS) services and file and printer shares.

When High Security is set, your computer is in "Stealth Mode." — all ports not
currently in use by a program are blocked and not visible to the Local Zone. High
security opens ports only when an approved program needs them.

Note: By default, no computer belongs to the Local Zone. Please see the Local
Zone Properties dialog for information on how to add computers to your trusted
Local Zone.
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Programs lIcons

The Programs icon displays the applications within the Program List that are
currently in use.

e
&y
g A blinking application icon means that the program is
Yy

actively sending or receiving Internet data. A server
' application that has been listening for connections is
\ displayed with a hand under the icon.

PROGRAMS

More Information

Application Permissions: View and reset program Internet access
rights

Allow Server feature: Read about the Allow Server feature

Pass Lock feature: Bypass the automatic lock

Program Removal and Local Menu: Remove a program from the
Program list

Options: For your program, set Internet access and server
permissions here.
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Application Permissions

Programs installed on your computer have access rights to computers in two
different zones: the Local Zone and the Internet Zone. ZoneAlarm security rules
do not allow a program to have greater access to the Internet Zone than it has to
the Local Zone.

A program's access rights are identified by a

‘ Allow check mark, X or ?. To change a program's
Allow connect | server access rights, go to the Program List and make

Local W - <> a selection in the Allow connect column, or
Internat = - 2 9 right-click the program name. If you right-click,

select Local Network to define Local Zone
Local. W = - W - - settings. Select Internet to define Internet
Internet = - 2 . Zone settings.

)

A check mark means that the program always has permission to connect without
asking for your explicit permission.

SECURITY RULE: When you grant a program permission to access the Internet
Zone at this level, ZoneAlarm automatically allows the program to have the same
access to the Local Zone. You will see this when a check mark is automatically
added to the Local Zone area.

An X means that the selected program is denied Internet access until you reset
the permission.

SECURITY RULE: When Local Zone access permission is denied using the X, the
selected program will automatically inherit the same access restrictions to the
Internet Zone. You will see this when an X is automatically placed in the Internet
Zone area of the Program List. This is the result of the following security rule: the
Internet Zone cannot have greater access rights than the Local Zone.

A ? means that the program will ask permission each time it tries to connect. The
permission request will be displayed on your computer screen in a popup window.
In response, you decide whether or not to grant the requested permission by
clicking on Yes or No. This is the default permission level assigned to all
programs when they are added to the Program List.

SECURITY RULE: For any given program, you cannot enter a check mark for

Internet Zone access if that program's Local Zone access is only established as a
?.
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Allow Server Feature

Some software applications require interaction with servers residing on the
Internet in order to function properly. These applications listen for incoming
connection requests and respond to those requests accordingly.

An example of an application requiring server rights is Real Player. Because Real
Player needs to accept incoming connections, you are presented with the option
of allowing this application to act as a server. If you select Yes, ZoneAlarm
identifies the application as having server rights.

pa(faTh Fazs
Frogram Allow connect zerver | Lock
@InternetEleurer Local W -+ « - % W
5.00.2920.0000 Internet W -+« - 2
()| Microzaft Qutlook Local W' - - W - - ]
902416 Intemet W - - W -

By assigning server rights to a program in the Program List, you designate it as a
trusted application. However, some software may require additional configuration
to pass through the Local Zone. For example, software that is updated online

(such as virus scanners) may try to connect to an FTP server at periodic intervals.

Click here for information about adding specific Internet locations to your Local
Zone.

Sometimes an application configured with server privileges may start before
ZoneAlarm does, which causes the application not to be granted server privileges.
To resolve this situation, quit the problem application and re-launch it after
ZoneAlarm is running.

Note: Allowing incoming connections for server applications opens one or more
ports on your computer. These ports will show as open ports when you test your
computer with an online port probe test such as ShieldsUp or HackerWhacker.
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Pass Lock Feature

The Pass Lock feature enables you to select applications that are allowed to
connect to the Internet when the Automatic Lock is engaged.

Select Pass Lock from the popup menu to allow the program on which you
right-clicked to bypass the Automatic Lock. You can use this feature to allow a
program such as your e-mail client to check for mail when access to all zones is
locked.

iy faTe Fazs

Frogram Allove connect server | Lock

@ Internet Explarer | meal bl - <> W
r Local Mebwark » 7

(L) Microzoft Qutlook, Internet Pl - ]

v Pass Lock W -

5 Microsoft Windows(TH] - Changes Frequently 7 =
7}
] Microsaft Word for Winc Remenve Inter:fijxplnrer . <2

902717 Internet - ? ? -

mplayer2 exe Local 23 P o
12471999 1200:00  [ntermet 2 ?

ﬁNetscape M avigatar application file Local W - - <2 r
403 Internet W - ?

@ QuickTimelnstallen 1] exe Local: w* - 2> B
2H2/2001 13:20:32  Internet W - ?

@ Cluick Timellpdater. exe Local: % g 7
21252000 13:20:52  Inkernet - ? ?

@ Reaklukebox Application Local W - - <> ]
1.0.2340 Intemet ¥ - ?

Click here to upgrade to Zonedlarm Pro.

You can also use this feature to allow server applications to bypass the Automatic
Lock. If an FTP or Web server application is running on your computer, checking
the Pass Lock checkbox will allow the application to remain connected to the
Internet.

If one of your programs generates errors regarding an Internet connection, it is
possible that it attempted to access the Internet when the Automatic Lock was
engaged. To allow the program access, check the Pass Lock checkbox.
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The Programs List

By right-clicking an item in the Program List, you can:
e Set access rights and server behavior for programs

e Set a pass lock on the program
¢ Remove programs from the list

Al FPazs

Frogram Allows connect server | Lock

@Internet E=plarer Local W - ¥ W
: ¥
Local Mebwork » :

o) Microzoft Outlook Internet L ]

. _ ¥ Pass Lock bl

o Microzoft Windows[Th Frermmes Fremuen : r

I G R N ) Flemove Internet Explorer <> r
90277 Intemet - 2 ‘>

mplaverZ. exe Local > > =
12471999 12:00:00  [ntemet - ‘> ‘>

ﬁ Metzcape Mavigator application file Local W -« - 2 r
403 Intemet W - ‘>

@E!uin:kTimelnStallerH | exe Local W - ¥ ]
2M2/2001 13:20:32  Internet % - ‘>

@ CuickTimellpdater. exe Lacal - 7 2 r
222000 13:20:32  Internet = @ 2 ‘>

@p Reallukebox Application Local W« - ¥ ]
1.0.2.340 Intermet ¥* - 2?

Click here to upgrade to Zonedlarm Pro.
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How to Manage MailSafe

MailSafe stops specific types of e-mail attachments from launching on your
machine by quarantining them.

How to Turn on MailSafe
File Types that will be Quarantined

How to Turn on MailSafe

Go to the bottom of the Security panel to set up MailSafe. MailSafe is active by
default, as shown by the selected checkbox below:

M aillS afe e-mail protection
’7 ¥ Enable Mail5 afe protection to quaranting e-mail script attachments

The checkbox must be selected for MailSafe to work.

File Types that will be Quarantined

MailSafe protects your machine against viruses that come in the form of
attachments, such as .vbs and .exe.

When an attachment is detected, ZoneAlarm quarantines it by changing the
extension to .ZL#, where the # is a number or letter. For example, a file called
SERVER.VBS will be renamed SERVER.ZL1.
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ZoneAlarm Overview

ZoneAlarm provides Internet security for any individual computer running a
Windows platform using TCP/IP, which is the the standard protocol used for

Internet traffic. In addition, ZoneAlarm works with any network transport (such as
DSL, cable, T1/T3) as well as with dial-up connections.

ZoneAlarm protects you from malicious programs such as sniffers and Trojan
horses by allowing you to control applications seeking access to the Internet. When

an application on your computer tries to access the Internet, ZoneAlarm makes
sure it has your permission first. In addition, ZoneAlarm is equipped with MailSafe,

which guards your PC against potentially harmful .vbs attachments that are so rife
on the Internet.

Upon installation, the default security setting for ZoneAlarm is set to High Security.

This is a feature known as "stealth mode." By using High Security in the Internet
Zone, you won't be a target for hackers.

Stealth mode does not mean that your IP address is invisible. What stealth mode
does is make your computer's most vulnerable entry points invisible to tools that
hackers use in order to seek out online targets. Using ZoneAlarm is a big
advantage in protecting your privacy and protecting your PC from unwanted
intrusions. It is important however, to not lose sight of the inherent risks
associated with using the Internet and software designed for interaction such as
chat and games as well as browsing. Everything we do online leaves a footprint
that can potentially be used in an adverse fashion so while we all want to maximize
our computing experience, a healthy dose of common sense in combination with
savvy use of the ZoneAlarm firewall will go a long way in keeping your systems
secure.

Depending on what applications you use, you will likely want to explore Security
settings. You don't need to be an expert in program protocols and ports to use
ZoneAlarm. A few easy configurations enable users of all levels of knowledge to
establish a secure computing environment for Internet and local networking usage.

Establishing trusted traffic through ZoneAlarm can be customized via the Advanced
button in the Security Panel, or by right-clicking on a program name in the
Programs Panel.

As your primary desktop security interface, ZoneAlarm can be configured to
operate "on top" of Windows. Another option is use the Desk Band Toolbar.
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QuickClick Help

The graphic below is an image map. Hover your mouse over and then click on a
ZoneAlarm feature for online help.

33

E

ZoneAlarm
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<

What platforms can | use with ZoneAlarm?

ZoneAlarm is compatible with:
« Microsoft Windows 95 (original with WinSock 2 or OSR2)
« Windows 98 (original, SP1 and SE)
« Windows ME
« Windows NT 4.0 Workstation (SP3, SP4, SP5 or SP6)
« Windows 2000 Professional (Final Release or SP1, SP2)

an 80386 or faster processor (486 recommended) 8 Mb of system memory.
A full installation requires approximately 3 Mb of hard disk space.

ZoneAlarm works with most types of TCP/IP connections, including Ethernet LAN,
DSL, cable modem and dial-up connections.

Windows beta releases are unsupported. Additionally, if you use Windows
platforms other than what is listed above, please read the section on running
ZoneAlarm on a server.

Why does ZoneAlarm ask me if I want to grant access to services and
controller app on installation?

Granting access to a default web browser

How do I make a backup copy of ZoneAlarm in case of hard drive crash?

Copy the original installation file to a safe place, such as a network drive, online
storage, tape backup or any other way that you manage backups (ZoneAlarm is
over 2Mb and will not fit onto a standard floppy diskette).
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The ZoneAlarm executable is named zonealarm.exe and should be located in the
default directory established upon installation: Program Files\Zone
Labs\ZoneAlarm

Can I get ZoneAlarm on CD?
ZoneAlarm is currently available only as a download.

Check our web site for additional FAQs
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The Alerts Panel

Up/Down Graphs
Expanded Alert Panel
More Info Button

Up/Down Graphs

ALERTS

Click on the | button to display the entire Alerts Panel.

Notice the two sets of UP/DN (Up/Down) graphs on top of the Alerts button. On
your machine, whenever data is being uploaded to the Internet, red bars are
displayed inside the two UP graphs. Whenever data is being received
(downloaded), green bars are displayed inside the DN graphs. If there is no
activity to/from the Internet, ZoneAlarm will display "ZA" on a red and yellow
background.

e The two graphs in the top portion of the icon display Internet
traffic as it occurs.

e The two graphs in the lower portion of the icon display a
chronological history of Internet traffic as it is generated on
your machine.

e Whenever red or green flashing bars appear in the Alerts
ALERTS icon, the application receiving or sending traffic is shown as
a blinking icon inside the Programs icon.

You might also notice traffic being displayed when you are not on the Internet.

This is local broadcast traffic from your Network Interface Card (NIC). This traffic
is sent to the Internet.

Expanded Alert Panel

At the top of the panel, Today's Summary shows the total amount of data sent
and received by all applications. The middle portion of the panel details Current

Alerts. In the Alert Settings area, at the bottom of the panel, there are options to
display and save alerts.
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More Info button: The Alert messages generated by ZoneAlarm contain
information on what ZoneAlarm is blocking. Pressing the More Info button invokes
the Zone Labs Alert Analyzer which provides additional information on traffic
blocked by ZoneAlarm.

Check here for additional information on More Info functionality.

Learn More About:
Alert Settings

Current Alerts
Understanding Alerts
Alert Logs — See samples of the three types of alerts in the log file.
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The Lock Panel

The purpose of the lock is to block all network activity inbound and outbound
from your computer. Therefore, only use the lock during extended inactivity of
your PC.

Locking
Expanded Lock Panel

Locking

Click on the ZOCK ! button to display the entire Lock panel. A locked or

unlocked padlock is displayed in the middle of the icon. To allow certain
applications access to the Internet while in locked mode, configure those
programs to bypass the lock.

r 3 When the Timer Bar below the Lock button is green, the Internet
Lock is not active. This means that ZoneAlarm is allowing inbound
and outbound Internet traffic.

If the timer bar displays a countdown timer, this is the time
remaining before the Automatic Lock will engage.

LOCHK

-l

When the timer bar is red, the lock is closed and no inbound and
outbound Internet traffic is allowed. When the lock is closed, the
countdown timer counts upwards, showing the amount of time the

lock has been active.

LOCK

Expanded Lock Panel

When expanded, you can configure the Automatic Lock and determine lock
status.

An example of when you might choose to lock Internet access automatically is
when your screen saver activates or after a period of Internet inactivity on your
computer.
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If Internet access is locked when the screen saver activates, it will be unlocked
when the screen saver is deactivated.

Note, however, that if the Automatic Lock is engaged by the period of inactivity
option, you will need to click on the Lock button to unlock Internet Access.

The Lock Mode for the Automatic Lock can be set so that "Pass Lock programs
may access the Internet.” This allows Internet activity for applications that have
been given rights to bypass the lock. Typically programs such as e-mail clients
will be set to check for e-mail while other applications are denied Internet Access.
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The Security Panel

The Security panel is used to regulate ZoneAlarm's protection levels.

Security Panel
Related Links

Stop button

Security Panel

The Local and Internet Zone each have a security level selector, that slide up
and down and accordingly change the security level. Local Zone security is
displayed in green, and Internet Zone security in blue. The default settings are:

¢« medium for the Local Zone

e high for the Internet Zone

ZoneAlarm

Fo

AL AR M
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Unlocked

SECURITY

| LOCK

SETTINGS

FETTY, . PrTrr it
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Local Internet

1
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bk,

- Enforces application privileges.
- Internet Lock blocks all traffic.
- Allawz local netwark, access to
Windows services and shares.

- Leaves pour cormputer and
zervers vizible to the lacal
nietwork.

[T Block local servers

—

Your customized High secunby
zettings for the Intermet Zone.

Allows programs and zervers with
permizzion bo access the [nternet

Blocks all other traffic except:
- Allows outgoing DHCP

- Bl ather incoming [CkMP
- Alloy incorning [GMP

[ Block Intemet servers

— Mails afe e-mail protection
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Use the block servers checkbox for each zone to prevent all programs from
acting as servers for that zone. By checking this option, no application will be
allowed to listen for incoming connections in that zone, even if you've checked
the Allow Server option in the Programs panel.

Related Links

e For a definition of the Local and Internet Zones, click here.

e For instructions how to use the Advanced button, to add computers to your
Local Zone, click here.

e For a description of MailSafe features, click here.
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The Programs Panel

Program Alerts

Program Properties

Allow Connect Feature
Allow Server Feature

Pass Lock Feature

Allow Server Feature
Remove Programs Feature

The Programs Panel is your central console for application control. You can see
what applications are currently in use by checking the Programs Icon. The
concept of application control involves establishing permissions and security
options for programs accessing the Internet.

The main portion of the Programs Panel is the Program List. This list displays
programs that have requested access the Internet.
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The Program Column contains program names and the version number of the
application. Hover your mouse cursor over the program name to see more
statistics such as:

« Product name

« The name of the file used to access the Internet
« The location of the file

« Product version

Creation date and file size

Right-clicking on entries corresponds to the Program Panel’'s configuration
options.

Local Metwark k
Internet k
Pass Lock

Remaove Microsaft Sutlook

By right-clicking and selecting the "Local Network" menu, options correspond to
the Allow Connect function and Allow Server functions for the Local Zone, while

the "Internet” menu access configuration options for the Internet Zone.

Right-clicking on a program entry also accesses the Pass Lock permissions, and
Remove Programs feature.
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The Configuration Panel

The Configure button displays the Configuration Panel. Use the Configuration
Panel to set the basic operational characteristics for ZoneAlarm.

On Top during Internet Activity
Load ZoneAlarm at startup
Show Shell Toolbar (Desk Band)
Updates

Notification pop-up

Registration

Zonedlarm e R

= & Ho
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AL A& R

Unlocked

#

ALERTS LOCK SECURITY PROGRAMS = CONFIGURE

Zonedlarm verzion 2.6.70
Truetector Service version 2.6.70
Truetector driver 1z loaded.

— Configuration
V¥ Or top during Internet activity W Load Zonedlarm at startup
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— lpdates
IV “Yes. | want to check for updates automatically

Check for gpdate)

— Motification pop-up

[T Matify me whenever | initiate contact with Zone Labs' servers
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On Top during Internet activity

file:///C|/Documents and Settings/rwilliams/Desktop/ZoneAlarm_Help_new_toc/ZoneAlarmHelp70.htm (1 of 2) [6/4/2001 11:52:15 AM]



ZoneAlarm - The Configuration Panel

This checkbox controls whether or not ZoneAlarm will be displayed on top of
Windows when other applications are open

Load ZoneAlarm at Startup

The Load ZoneAlarm at startup checkbox is selected by default. This enables
ZoneAlarm to be loaded as a service at bootup. If you uncheck this checkbox,
Internet traffic monitoring will not begin until you manually start ZoneAlarm on
your machine.

Show Shell Toolbar

You will only see this option in particular versions of Windows 95 and Windows NT
(those without the Windows Shell Update). Otherwise, you will not see the Show
Shell Toolbar option in the Configure Panel. If this box is checked, the Desk Band

activates. The toolbar will not dock to the Windows taskbar and will only float on
top of all other windows - including icons in the system tray.

To show the toolbar on Windows 98, Windows ME, or Windows 2000, right-click
on the Windows Taskbar and select "Toolbars™ and then "ZoneAlarm Desk Band".
On these systems, the toolbar will dock to the Taskbar. You can drag the toolbar
by clicking on the far left side. Refer to the page on the Desk Band for more

information.
Updates

The Check for update button contacts a Zone Labs server for product updates.

Notification pop-up

ZoneAlarm will only contact a Zone Labs server when the check for update
feature is marked or during the registration process. Otherwise, Zone Labs does
not collect, monitor or cull any information from a ZoneAlarm or ZoneAlarm Pro
client and is not designed in any way to retreive any other information from your
computer. If you prefer to receive a pop-up notification whenever ZoneAlarm
checks for an update or acknowledges a registration submittal, mark this
checkbox.

For more on the Zone Labs privacy policy, visit our web site.
Registration

The Change Registration button enables you to review and change your
ZoneAlarm registration information
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The Automatic Lock

Automatic Lock
Undoing an Inactivity Lock

Automatic Lock

The Automatic Lock will activate at whatever set intervals you select in the
Automatic Lock section of the Lock panel. It is a very useful tool for stopping

Internet traffic at times when you are not using your computer. By simply
selecting a few radio buttons on the Lock panel, you can program the Automatic
Lock to activate in the following situations:

e Whenever you are not using the Internet
e Whenever your computer has not been used for a preset number of minutes
e Whenever the screen saver takes control of your desktop

It is easy to grant one or more applications the permission to bypass the Lock.
Using this bypass feature, you can allow programs like your e-mail client to
bypass the lock in order to check for mail during intervals when the Automatic
Lock is in effect for all your other applications.
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To turn on the Automatic Lock, select the Enable radio button.

Engage Internet Lock buttons:

e Select the first button to set a time of inactivity at the end of which the lock
is to be activated.

e Select the second button to have screen saver activation turn on the lock
rather than a number of minutes.

Lock Mode buttons:

Make a choice with these radio buttons by either allowing certain programs to
break through the Automatic Lock, or allowing no exceptions at all.

e The Pass Lock radio button stops all traffic except programs that bypass the
Lock.

e The High Security radio button stops ALL TRAFFIC.
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ZoneAlarm - The Automatic Lock

To turn off the Automatic Lock, select the Disable radio button at the top of the
panel . Whenever this radio button is selected, any options you've selected, such
as the minutes-of-inactivity or the screen saver option, will not apply during
machine inactivity.

Undoing an Inactivity Lock

If you have activated the Automatic Lock using the minutes-of-inactivity option,
unlock the lock by clicking on the padlock inside the Lock icon. After clicking on
the padlock to deactivate the lock, the Timer Bar under the padlock will be set to
green. This means that the lock is no longer stopping Internet traffic.

{* Engage Internet lock after |15 _:I minutes af inactiiby
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ZoneAlarm - The Stop Button
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The Stop Button

Pressing the STOP button immediately stops ALL
network traffic. This includes Internet as well as local
throughput, regardless if you are on a LAN or stand-alone
workstation. The only reason to use this button is if you
are monitoring activity and encounter a compromise in
progress.

4

The STOP button overrides the Pass Lock settings in the Programs panel. This is
useful for stopping Trojan horses and other programs that want to gain access to
the Internet from your PC. To re-activate Internet access, press the stop button
again.

Note that using the emergency stop button completely cuts off connections to
the Internet. Connections and data transfer by all programs on your computer
must be restarted.
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ZoneAlarm - The Desk Band Toolbar
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The Desk Band Toolbar

The ZoneAlarm Desk Band Toolbar is the minimized format of ZoneAlarm. It
shows the status of the running ZoneAlarm application.

The Toolbar
Activating the Desk Band

The Toolbar

This is the ZoneAlarm Desk Band

I @ I Toolbar. It is the minimized format of
ZoneAlarm Iy |y & HA ZoneAlarm. It shows a capsule status of

the running ZoneAlarm application.

The red and green bars on the leftmost icon indicate whether or not Internet

activity is taking place — you don't have to display the entire ZoneAlarm panel.
You can remove the Desk Band Toolbar by using a checkbox in the Configuration

panel. To display the main ZoneAlarm panel, click on the ZoneAlarm System Tray
icon on your toolbar, usually in the lower right corner of your computer screen:

:M The System Tray Icon displays Internet activity as it happens.

You never have to display the main ZoneAlarm panel to know whether or not
Internet traffic is happening on your machine. You cannot remove this icon
from the Toolbar.

When Internet access has been locked with High Security, the center STOP button
on the Desk Band Toolbar will change to a green GO button, as shown below.
When this happens, click the GO button to restore Internet access.

Zonedlarm = QJ@ A

If the Automatic Lock has been turned on, the Lock icon will show a red X inside
the padlock. Click on the Lock icon to lock/unlock Internet access.

If a program is currently accessing the Internet, its icon will show up to the right
of the "GO" or "STOP" button. In this case, the "E" for Internet Explorer is
currently running.

Activating the Desk Band

To activate the toolbar on Windows 98, Windows 2000 or other Windows versions
that have the Internet Explorer 4 Shell Update, right-click on the Windows
Taskbar and select Toolbars, then ZoneAlarm Desk Band.
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Froperties

When running on Windows 95 or Windows NT 4.0 without the Internet Explorer 4
Shell Update, go to the Configuration panel and click the Show shell toolbar
checkbox to activate the Desk Band toolbar. Note that in this configuration, the
toolbar can only float above the desktop and in some instances can cover icons in
the system tray.

The name of the Desk Band can be removed by right-clicking on the name and
deselecting the Show Title option. Then you can resize the Desk Band by moving
the left side to the right.
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ZoneAlarm - Check for Update Button
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The Check for Update Button

Click the Check for Update button to see if a newer ZoneAlarm version is
available for download from the Zone Labs web site. To have ZoneAlarm perform
this check automatically, check the Check for Update checkbox in the
Configure Panel.

If an update is available, you will be directed to the Zone Labs web site. Please
make sure to save the download rather than running it from our web server. After
downloading the update, it is advised to follow the proper installation sequence.
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