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When you are online, you are at risk. Unknown email attach-
ments can unleash destructive, malicious code. Data thieves
can steal your personal and financial information. Spy sites can
track your Web-surfing habits—all without your knowledge. With
so much to lose, and with new Internet threats appearing daily,
you need the strongest possible safeguards.

Millions of users trust their computers to Zone Labs, Inc.,
makers of ZoneAlarm® Pro. The award-winning personal firewall
provides home users and small-business owners with the high-
est levels of protection possible. ZoneAlarm Pro stops known
and unknown Internet threats and provides important privacy
features, such as cookie control and the ability to block annoy-
ing ads. With ZoneAlarm Pro, whenever you are connected, you
are protected.

Only in ZoneAlarm Pro
ZoneAlarm® Pro offers all the protection of our popular
ZoneAlarm®, the solution trusted by millions, plus these
advanced features for even greater security and control:
● Inbound and Outbound MailSafe email protection provides

ironclad email defense. MailSafe prevents incoming email-
borne viruses from opening, and protects you from
inadvertantly sending out virus-infected email.  

● AlertAdvisorsm service gives immediate advice about
security events occurring on your PC.*

● Hacker ID anonymously tracks hackers and snoops who 
attack your PC. Reports serious offenders to their ISP.*

● Cache Cleaner makes your computer more efficient while 
guarding your privacy.

● Pop-up Ad Control eliminates annoying pop-up ads that
take over your screen.

● Wireless Network Protection detects wireless networks for
instant protection on the go.

● Expert Firewall Rules enables ultra-granular configuration of
ports, protocols, applications, time of day, and more.

● Password Protection ensures that your customized security
settings are tamper-resistant.

● Automatic Network Detection with a quick wizard
that instantly senses new networks for trusted networking
and file-sharing anywhere—a must for mobile professionals.

● Automatic VPN Configuration automatically detects and
configures remote access via VPN connections and sets 
your endpoint security for maximum protection.

● Increased Hacker-Proofing further strengthens ZoneAlarm
Pro from the newest and most dangerous hacker
techniques that shut down other security products.

● NEW! Program pre-configuration with MD5 verification 
grants appropriate access rights to common programs,
making set up quick and safe.

● NEW! eBay site verification safeguards users from
inadvertantly using imposter sites.

● NEW! myVAULT provides a safe and convenient place to 
store your sensitive financial and personal information,
keeping it out of the hands of online stalkers and data 
thieves.

Advanced Internet Security &
Privacy Protection

//  Trusted Zone  //

www.zonelabs.com



Zone Labs
ZoneAlarm Pro

NEW! Version 4.5
Datasheet

● NEW! ID Lock ensures your personal information won't leave 
your PC through email or the Internet without your
knowledge. 

● NEW! One-way encryption ensures your data stays private, 
even if your computer is lost, stolen or compromised.

Lock Out Hacker Attacks
ZoneAlarm Pro barricades your computer, protecting your net-
work, automatically blocking Internet threats such as hackers,
data thieves, spyware and email-borne worms. New Hacker ID
allows you to pinpoint the location of a would-be intruder and
automatically report serious offenders to their ISP. Wherever
you go, whether you are surfing the wireless Web at a corner
café, working on an office LAN or accessing the Internet from
home, you are protected with ZoneAlarm Pro.

Key Features
● Award-winning Personal Firewall
● Advanced Inbound and Outbound MailSafe
● AlertAdvisorSM Service*
● Hacker ID*
● Program Control
● Automatic Intrusion Blocking
● Stealth Mode
● Automatic Network Detection
● Automatic VPN Configuration
● Wireless Network Protection
● Secure Password Protection
● Advanced Zone Control
● Increased Hacker-Proofing

Prevent Data Theft and Fraud
The industry analyst firm Gartner, Inc. reported that seven mil-
lion U.S. adults were victims of identity theft during the 12
months ending in June 2003, up 79% from the previous year. To
help Internet users become more aware of identity theft,
ZoneAlarm Pro 4.5 provides extra precautions to help them
avoid being victimized by identity thieves. 

Key Features
● myVAULT sensitive information storage
● One-way data encryption

● ID Lock fraud protection
● Host file lock
● eBay site verification

Easier to Use
ZoneAlarm Pro's intuitive interface makes it easy to stay in the
know and in control. Plus, the Security Overview Panel provides
an at-a-glance view of important security information. 

At your choice, ZoneAlarm Pro 4.5 pre-approves Internet
access for common programs such as Microsoft Windows
applications and components, after first verifying the authentic-
ity of the programs. A step-by-step installation wizard allows you
to shield your computer quickly and easily. Secure “out of the
box” settings ensure immediate protection.

Key Features
● Real-Time Rated Alerts
● Expert Alert Advice*
● Pre-Loaded Security Settings
● Security Overview Panel
● Enhanced Context-Sensitive Help
● Automatic wired and wireless network detection

AlertAdvisor

ZoneAlarm Pro has prevented access to port 60 on your computer.

ZoneAlarm Pro Alert

Technical Info

ZoneAlarm Pro has successfully stopped local network or Internet traffic from reaching your computer. 

has occured. Your computer is safe.
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Source IP address:

Source port:

Destination IP address:

Destination port:

Transport layer protocol:

Network layer protocol:

Link layer protocol:

Alert Date:

Alert Count:

Alert Property Alert Property Value 

The protocol that allows two directly linked computers to share a network cable.

The time when ZoneAlarm Pro detected the alert 
on your computer. 

Number of times this connection attempt is repeated on your machine  
after the original alert.

Overview WhoisDetails

The firewall has blocked local network access to
your computer [TCP Port 4429] from 
tower2k.zonelabs.com [172.16.212.95]  
[TCP Flags: S].  

Time: 6/25/2002 12:12:44 
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ZoneAlarm Pro Alert

AlertAdvisor

ZoneAlarm Pro's Hacker ID automatically blocks, locates, and
maps the source of would-be intrusions—hackers can no longer
hide.



Privacy Protection
You are not alone online. Intrusive cookies can invisibly track
your Web-surfing habits without your knowledge and report
them to spammers and marketers. ZoneAlarm Pro blocks these
cookies, keeping your Web-surfing information private and
warning you when attempts are made to invade your privacy.
Plus, you can eliminate annoying pop-up ads that take over your
screen, and stop banner ads, so your surfing is fast and clutter-
free.

Key Features
● Pop-up, Banner and Animated Ad Blocking
● Cookie Control
● Exclusive Privacy Advisor
● Cache Cleaner 

NEW! ID Lock 
ID Lock provides a layer of protection to help prevent you from
inadvertently sending out personally-identifiable information,
such as a social security number or credit card data, to an inse-
cure site. ID Lock has two modes: auto-block mode silently
blocks all personal data; manual mode works on a case-by-
case basis, alerting you before your personal information is
released via the Internet or email. ID Lock also lets you create a
list of trusted Web sites which are permitted to receive infor-
mation without you approving each transmission of data.

Protect Your Business With ZoneAlarm Pro
Hackers can use a single unprotected computer as a gateway
into your LAN, accessing your company's proprietary data and
wreaking havoc with your networked computers. ZoneAlarm
Pro provides the extra security you need to protect your com-
puters, your network, and your business. 

Protects Entire Network
ZoneAlarm Pro blocks known and unknown threats at the desk-
top, providing unparalleled security for your computers and your
network.

Stops Malicious Worms
MailSafe quarantines dangerous email attachments before they
spread throughout your network or to customers.

Protects Employees Anywhere, Anytime
Automatic Network Detection instantly senses new networks—
including wireless networks.  Automatic VPN protection auto-
matically configures VPNs. ZoneAlarm Pro protects your
employees whether they are in the office, on the road, or work-
ing from home.

Controls Internet Use
Customizable Program Control and advanced Web Filtering let
you control how your employees use the Internet at work.
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Logs
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Privacy

Welcome.

You're protected by 
ZoneAlarm Pro. 

No further setup is 
necessary—ZoneAlarm Pro 
will alert you if you need to 
make any adjustments.

See how ZoneAlarm Pro is  
protecting you by viewing 
the security statistics to 
the right.

47 Intrusions have been blocked since install
38 of those have been high-rated      

The firewall has blocked 0 access 
attempts

MailSafe is currently active 
0 suspect e-mail attachments quarantined

Blocked Intrusions

Overview

Reset to DefaultHide Text

12 program(s) secured for Internet access

Inbound Protection

Outbound Protection

E-mail Protection

INTERNET STOP
All Systems Active

Status    Product Info Preferences

Click here

Security is 
up to date.

What's New 
at  

Zone Labs

Help

!

Tutorial

?

Click here!

ZoneAlarm Pro's intuitive interface keeps all your vital security infor-
mation at your fingertips for quick, easy reference.

ZoneAlarm Pro's advanced privacy features allow you to control cook-
ies, block annoying ads and eliminate pesky pop-ups for fast, safe
surfing.
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INTERNET STOP
All Systems Active
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Firewall

Program 
Control

Alerts & 
Logs

Email

Privacy

Medium 

Block cookies from hacking
Allows cookies for personalized services

Medium

Blocks ads that do not load in  3   seconds 
Blocks all pop-ups/under and animated ads

[AD]

[AD]

Get 3 books 

     for $1 each

Login Now

Member Name

Password

Cookies

Ad Blocking

Privacy
help

Privacy Advisor
Privacy has blocked:
      Ads
      Private Headers 
Click here for details 
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   Turn Off Privacy Advisor
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Zone Labs, Inc.
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Suite 300
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Düsseldorfer Str. 40a
65760 Eschborn, Germany
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*One or two years of access to updates, support, and services included with purchase of ZoneAlarm
Pro; annual maintenance contract required for subsequent access.

Zone Labs
ZoneAlarm Pro

NEW! Version 4.5
Datasheet

Updates Your PCs Automatically
ZoneAlarm Pro automatically checks for software updates to
ensure users always have the most up-to-date protection.

Reduces IT Support
Intuitive user interface, enhanced Online Help, a new Quick
Start Tutorial, and other ease-of-use enhancements translate to
fewer support issues.

Offers Peace of Mind at a Low Cost 
With new Internet threats appearing daily, you cannot afford to
leave your network—and your business—unprotected.
ZoneAlarm Pro offers affordable, easy-to-use, and highly cus-
tomizable protection against known and unknown Internet
threats.

The Experts Speak
"When you open that big fat pipe to the Net, you also create a
potential autobahn into your PC for hackers and spyware.
Luckily, ZoneAlarm Pro can stop both, and its ad blocking soft-
ware smacked down just about every ad we came across."

— PC World, 2003

"ZoneAlarm Pro is as good as personal firewalls get."
— CNet, 2002

“ZoneAlarm Pro is simply one of the best firewall programs
around.”

— MSNBC, 2002

System Requirements
Platforms: XP Home / XP Pro / 2000 Pro / Me / 98SE

REQUIRED FOR ALL INSTALLATIONS
● 233 MHz Pentium or higher processor 
● 10MB of available hard-disk space
● Internet access

Windows XP Home Edition/Professional
● Intel Pentium II 300MHz or higher processor
● 128MB of RAM

Windows 2000 Professional
● Intel Pentium 233 MHz or higher processor 
● 64MB or RAM

Windows Me / 98SE
● Intel Pentium 233 MHz or higher processor
● 32 MB of RAM (48 MB recommended) 

Supported protocols for email scanning
● POP3 and iMAP4 mail protocols

TM

Editor's Choice 
2000 & 2001, 2003

Editor's Choice 
2000, 2001, 2002 & 2003

PC World Class Award for Best Firewall
2000, 2001, 2002 & 2003

Editor's Choice
2000, 2001, 2002 & 2003
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